Cyber Security Trends
Impacting the Public Sector

Threats, frends, and recommendations
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Cyber Attacks - Motivation
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Figure 58.Top Motives in Basic Web

Application Attacks breaches (n=251)
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Statistics from 2021
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Figure 33, Patterns over time in breaches.

Verizon Data Breach Investigations Report, 2022




Public Sector specific

Figure 100. Patterns over time in Public Administration breaches
Verizon Data Breach Invesfigations Report, 2022

Why phishing is so prevalent?
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Figure 55. Exploit vuln vs Stolen creds
over time in Basic Web Application
Attacks breaches

Verizon Data Breach Invesfigations Report, 2022

What can we do about ite

= Protect and Enable People
= Improve Processes

= Invest in Technology




People

= Use a Password Manager

= Security Awareness Training

= Encourage Reporting
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Technology

= Multi-Factor Authentication EVERYWHERE Possible!!

= Backup Solution(s) 2 e
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Process and Plans

= Assess and Update

Assess
= Incident Response Plan ' 1

Opercte Design

= Disaster Recovery Plan L — J

= Business Continuity Plan




Resources

= Colorado Statewide Internet Portal Authority (SIPA)

= Multi-State Information Sharing and Analysis Center
(MS-ISAC)

= Department of Homeland Security (DHS)

= Cybersecurity & Infrastructure Security Agency
(CISA)
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Next Steps

= Assess the Organization
= Understand Strengths and Weaknesses
= Make Informed Decisions

= Actively Manage Risk




