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[bookmark: _Toc97196506][bookmark: _Toc508608140][bookmark: _Toc488137499][bookmark: _Toc67754623][bookmark: _Toc71687794]INTRODUCTION
[bookmark: _Toc97196507]General
As of the Commencement Date, Service Provider will be responsible for providing Cross-Functional Services as described in this Exhibit 2.1.1 (Cross-Functional Services Statement of Work).  Further, Exhibit 2.1.1 (Cross-Functional Services Statement of Work), Exhibit 2.1.2 (Payment Services Statement of Work), and Exhibit 2.1.3 (Portal Services Statement of Work) sets forth the Service Provider's obligations to deliver integrated end-to-end Services to Customers.  
[bookmark: _Toc470633481][bookmark: _Toc508608141][bookmark: _Toc488137500][bookmark: _Toc67754624][bookmark: _Toc97196508]Overview
The Service Provider shall deliver the Services in the best interests of Statewide Internet Portal Authority (SIPA) and Customers.  Service Provider will be responsive to the current and future requirements of SIPA and Customers by proactively anticipating needs and adjusting Services accordingly. Requirements for New Services will be handled in accordance with Exhibit 4.0 (Business Model) and the Service Provider shall work with SIPA to assess the impact of these requirements on Customers’ operating environments and supported applications in accordance with the terms of the Agreement.
This Exhibit 2.1.1 (Cross-Functional Services Statement of Work) sets forth the Services that the Service Provider shall provide, as of the Commencement Date, unless otherwise specified.
The Service Provider shall provide Charges inclusive of all activities required to provide the Services set forth in this Exhibit 2.1.1 (Cross-Functional Services Statement of Work), including project-related support activities.  The Service Provider confirms that unless otherwise specifically stated, it will provide a solution that supports all the requirements described in this Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and its Exhibits and that all Services, unless otherwise specifically stated, are included within the Charges described in Exhibit 4.0 (Business Model).  Accordingly, the Service Provider also confirms that Customers will not incur any other charges in relation to the services described in this Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
[bookmark: _Toc38876626]This scope of work defines requirements the Service Provider must meet to achieve the objectives of this procurement.
[bookmark: _Toc478384384][bookmark: _Toc478732749][bookmark: _Toc478732938][bookmark: _Toc67754625][bookmark: _Toc97196509][bookmark: _Toc443558395]Document Overview
This document contains service management categories of responsibilities that apply to the delivery of Services. These categories are considered cross-functional as they are functions that cross all service towers, Portal Services tower, and Payment Services tower.
[bookmark: _Toc478156318][bookmark: _Toc478156562][bookmark: _Toc478156893][bookmark: _Toc478157137][bookmark: _Toc478156319][bookmark: _Toc478156563][bookmark: _Toc478156894][bookmark: _Toc478157138][bookmark: _Toc478156443][bookmark: _Toc478156687][bookmark: _Toc478157018][bookmark: _Toc478157262][bookmark: _Toc478157264][bookmark: _Toc67754626][bookmark: _Toc97196510]SYSTEMS AND PROCESSES
[bookmark: _Toc478151737][bookmark: _Toc478151891][bookmark: _Toc478155148][bookmark: _Toc478156446][bookmark: _Toc478156690][bookmark: _Toc478157021][bookmark: _Toc478157265]SIPA bases its service management practices on the Information Technology Infrastructure Library (ITIL), which focuses on the service management lifecycle and the linkages between service management components. The Service Provider shall be responsible for using management practices complying with the ITIL framework.
[bookmark: _Toc478157267][bookmark: _Toc67754627][bookmark: _Toc97196511] Processes
The Service Provider shall, at a minimum:
Deliver a set of processes based on ITIL guidance to enable consistent management of Service Provider’s Services.
Ensure that processes effectively integrate with the processes, functions, and roles deployed within and used by SIPA, and Customers.
Design processes and procedures to enable the effective monitoring and reporting of Service Provider’s Services.
Document Service Provider-level processes and procedures in the Service Management Manual (SMM).
Deploy any necessary processes, procedures, and controls to provide effective end-to-end management, monitoring, and reporting of the Services.
Deploy and integrate any tools and systems necessary to enable such processes, procedures, and controls.
[bookmark: _Toc67664722][bookmark: _Toc67664891][bookmark: _Toc478732726][bookmark: _Toc478732750][bookmark: _Toc478732793][bookmark: _Toc478732939][bookmark: _Toc478733019][bookmark: _Toc478733056][bookmark: _Toc478733358][bookmark: _Toc67754628][bookmark: _Toc97196512]Documentation
All documentation maintained by the Service Provider shall be subject to approval by SIPA and will conform to the documentation standards and format agreed upon between SIPA and the Service Provider. The Service Provider shall develop documentation in accordance with the requirements in Exhibit 1.3 (Service Management Manual).
The Service Provider shall, at a minimum:
Provide Service Provider’s operations documentation related to the Services that is up to date, accurate, and posted in the SIPA Portal.
Identify owners (business, operational, quality assurance, and engineering) of documentation.
Link Systems documentation to architectural standards. 
Identify Customer Data to the associated System(s) and the associated security risk classification.
Provide access to architecture and design documentation for Systems and services managed by Service Provider.
Create and maintain current documentation as required (e.g., support documentation).
Develop and maintain documentation on all operations procedures, Services, Equipment, and Software for which Service Provider is responsible, according to the standard SMM format.
Make all documentation available electronically and in a format electronically searchable.
Validate documentation annually for completeness and accuracy, and verify that all documentation is present, organized, readable, and updated in accordance with the agreed-upon schedule.
Formalize the reporting and resolution of validation findings to SIPA and Customers on a regular basis, and where it is determined that documentation is inaccurate (e.g., erroneous or out of date), correct and replace such documentation.
Update the SMM according to the schedule described for the Critical Deliverables in Exhibit 3.1 (Service Levels, Deliverables, and Reports).
[bookmark: _Toc478732752][bookmark: _Toc478732941][bookmark: _Toc67754629][bookmark: _Toc97196513]Training and Education
The Service Provider shall, at a minimum:
Properly train Service Provider personnel on Service Provider’s Service Management Systems and other tools, including the supporting processes.
Develop applicable training content, load to the SIPA Portal, and communicate course catalog to SIPA, and Customers,.
Customize such applicable Service Provider training to be specific to the Authorized Users for the Services within the SIPA environment.
Ensure that all Service Provider staff interacting with SIPA or Customers have reviewed the minimum set of documentation as defined by the Service Provider in Exhibit 3.1 (Service Levels, Deliverables, and Reports) for Transition readiness and Transition plan.
Upon request, Service Provider will provide such documentation and proof of training to SIPA and Customers as specified by SIPA.
[bookmark: _Toc67754630][bookmark: _Toc97196514]MARKETPLACE
[bookmark: _Toc478732753][bookmark: _Toc478732942][bookmark: _Toc67754631][bookmark: _Toc97196515]SIPA Portal
The Service Provider will deploy a SIPA Portal to provide an integrated solution for SIPA, and Customers, to access program communications, process artifacts, operational reporting, and service performance reporting. 
The Service Provider shall, at a minimum:
Provide a secure Services Portal accessible to SIPA and Customers. 
Provide and post-operational reports and dashboards to the SIPA Portal, including reports described in Section 5.1 Operational Intelligence, below and specified in Exhibit 3.1 (Service Levels, Deliverables, and Reports).
Provide and post-service performance reports and dashboards to the SIPA Portal, including reports specified in Exhibit 3.0 (Performance Model).
Provide and post information on broad service communications and messages to the SIPA Portal.
Provide links to other Service Provider systems as appropriate. 
Post all Service Provider SMM documents to the SIPA Portal.
Define and adhere to the SIPA Portal processes as documented in the SMM.
[bookmark: _Toc478732754][bookmark: _Toc478732943][bookmark: _Toc67754632][bookmark: _Toc97196516]Service Catalog Management
The Service Provider will provide a Service Catalog tool for Customers and SIPA to request Services from the Service Provider.
The Service Provider shall, at a minimum:
Integrate Service Provider Services into the Service Catalog to enable efficient request workflow.
Categorize, normalize, and document Service Catalog content to ensure navigation is intuitive for the users.
Determine the approval authority required to obtain services within the Service Catalog.
Provide updates to the catalog and inform SIPA and Customers of changes through regular communications.
Respond to Service Catalog requests in accordance with defined processes and service level agreements (SLAs).
[bookmark: _Toc478157273][bookmark: _Toc67664728][bookmark: _Toc67664897][bookmark: _Toc67664729][bookmark: _Toc67664898][bookmark: _Toc67664730][bookmark: _Toc67664899][bookmark: _Toc67664731][bookmark: _Toc67664900][bookmark: _Toc67664732][bookmark: _Toc67664901][bookmark: _Toc67664733][bookmark: _Toc67664902][bookmark: _Toc67664734][bookmark: _Toc67664903][bookmark: _Toc67664735][bookmark: _Toc67664904][bookmark: _Toc67664736][bookmark: _Toc67664905][bookmark: _Toc67664737][bookmark: _Toc67664906][bookmark: _Toc67664738][bookmark: _Toc67664907][bookmark: _Toc67664739][bookmark: _Toc67664908][bookmark: _Toc67664740][bookmark: _Toc67664909][bookmark: _Toc67664741][bookmark: _Toc67664910][bookmark: _Toc67664742][bookmark: _Toc67664911][bookmark: _Toc67664743][bookmark: _Toc67664912][bookmark: _Toc67664744][bookmark: _Toc67664913][bookmark: _Toc67664745][bookmark: _Toc67664914][bookmark: _Toc67664746][bookmark: _Toc67664915][bookmark: _Toc67664747][bookmark: _Toc67664916][bookmark: _Toc67664748][bookmark: _Toc67664917][bookmark: _Toc67664749][bookmark: _Toc67664918][bookmark: _Toc67664750][bookmark: _Toc67664919][bookmark: _Toc67664751][bookmark: _Toc67664920][bookmark: _Toc67664752][bookmark: _Toc67664921][bookmark: _Toc67664753][bookmark: _Toc67664922][bookmark: _Toc67664754][bookmark: _Toc67664923][bookmark: _Toc67664755][bookmark: _Toc67664924][bookmark: _Toc67664756][bookmark: _Toc67664925][bookmark: _Toc67664757][bookmark: _Toc67664926][bookmark: _Toc67664758][bookmark: _Toc67664927][bookmark: _Toc67664759][bookmark: _Toc67664928][bookmark: _Toc67664760][bookmark: _Toc67664929][bookmark: _Toc67664761][bookmark: _Toc67664930][bookmark: _Toc67664762][bookmark: _Toc67664931][bookmark: _Toc67664763][bookmark: _Toc67664932][bookmark: _Toc67664764][bookmark: _Toc67664933][bookmark: _Toc67664765][bookmark: _Toc67664934][bookmark: _Toc67664766][bookmark: _Toc67664935][bookmark: _Toc67664767][bookmark: _Toc67664936][bookmark: _Toc67664768][bookmark: _Toc67664937][bookmark: _Toc67664769][bookmark: _Toc67664938][bookmark: _Toc67664770][bookmark: _Toc67664939][bookmark: _Toc67754633][bookmark: _Toc97196517][bookmark: _Toc478732757][bookmark: _Toc478732946]SERVICE MANAGEMENT
[bookmark: _Toc67754634][bookmark: _Toc97196518][bookmark: _Toc478157276]Incident Management
Service Provider shall, at a minimum:
Provide Incident Management Services in the form of Level 2 support and Level 3 support. Incident Management is separate and distinct from Security Incident Management.
Incident Management Services are to include, at a minimum, Incidents related to all aspects of Service Provider’s Services such as systems, applications, interfaces, data, processing, and compliance of requirements including but not limited to merchant card, NACHA, and PCI-DSS processing.
Comply with SMM policies and procedures for Incident Management.
Provide an Incident Management System to record and manage all information related to Services Incidents.
Provide training on processes and tools for Incidents and escalations to Service Provider Incident Management staff and other relevant resources involved with responding to Incidents.
Resolve Incidents in accordance with the SMM, Knowledge Database documents, and configuration database(s).
Identify and classify Incident severity, handle according to SMM defined Incident response procedures and assume end-to-end responsibility.
Provide Level 2 support and Level 3 support for Incidents.
Verify that all records (e.g., inventory, asset, configuration management) are updated to reflect completed and resolved Incidents.
Determine if an Incident should initiate a Problem investigation (e.g., whether preventive action is necessary to avoid Incident recurrence) and, in conjunction with the appropriate support Level, raise a Problem record to initiate action.
Conduct follow-up with the representative who reported the Incident to verify the Incident was resolved to their satisfaction.
[bookmark: _Ref315789140][bookmark: _Toc287037180][bookmark: _Toc291918707][bookmark: _Toc443558402][bookmark: _Toc478157277][bookmark: _Toc478732758][bookmark: _Toc478732947]Integrate the Service Provider’s Incident Management process with the other service management processes, especially Problem Management, Configuration Management, Service Level Management, and Change Management.
Major Incidents are the highest severity for an Incident where the impact or potential impact to a critical service necessitates communications above and beyond what is provided by the normal Incident Management Process. For Major Incidents, Service Provider shall, at a minimum:
Establish SIPA-approved communication and escalation processes documented in the Incident Management SMM documents, to be invoked as needed to support Major Incident communications. 
Provide, establish, and provision any supporting communication facilities (i.e., conference bridges, online workspaces, etc.) that may be required to support the effective facilitation of Major Incident diagnosis and resolution.
Notify the appropriate parties, in accordance with SIPA-approved SMM procedures, including SIPA, Customers, and Service Provider of the Major Incident. 
Provide communications including email, SMS texts, and incident ticket updates, etc. that sufficiently explains the situation, options, research accomplished to date, and estimated resolution time to stakeholders until Major Incident resolution.
During the Major Incident lifecycle, facilitating the identification of the steps to pursue, and identify communication needs and potential escalations. 
[bookmark: _Toc67754635][bookmark: _Toc97196519][bookmark: _Toc478157278]Problem Management
The Service Provider shall, at a minimum:
Provide Problem Management Services to minimize the adverse impact of Incidents on Customer’s business operations.
Provide a Problem Management System to record and manage all information related to Service Problems.
Provide reactive Problem Management Services by diagnosing and solving Problems in response to one or more Incidents that have been reported through Incident Management.
Provide proactive Problem Management to identify and solve Problems and known errors before Incidents occur, including:
performing predictive analysis activities, where practical, to identify potential future Problems, 
develop recommended mitigation plans, and
implement approved corrective mitigation actions and processes.
Maintain, update, and disseminate information about Problems and the appropriate workarounds and resolutions to reduce the number and impact of Incidents.
Provide Problem Management Services for all Problems that are determined to be related to the in-scope Services.
Implement resolutions to Problems through the appropriate control procedures, especially Change management, as well as coordinating Problem Management activities with the various teams within Service Provider, Customer, or SIPA.
Perform Problem Management activities as set forth in the SMM.
Coordinate and take responsibility for Problem Management activities of all Problems that reside in the Service Provider’s area of responsibility (e.g., detection, logging, RCA).
Conduct proactive trend analysis of Incidents and Problems to identify recurring situations that are or may be indicative of future Problems and points of failure.
Develop and recommend corrective actions or solutions to address recurring Incidents and Problems or failures, as well as mitigation strategies and actions to avert potential Problems identified through trend analysis.
[bookmark: _Toc67664774][bookmark: _Toc67664943][bookmark: _Toc67664775][bookmark: _Toc67664944][bookmark: _Toc478732759][bookmark: _Toc478732948][bookmark: _Toc97196520][bookmark: _Toc67754636]Information Security Management 
Service Provider’s delivery of Information Security Management will be an integral part of the Services and will ensure that all security risks associated with the delivery of Services are identified, evaluated, assessed, and controls are implemented and maintained.
Information Security Management General Requirements
The Service Provider shall, at a minimum:
Provide and deploy Information Security systems as required to support Information Security requirements.
Provide a Problem Management System to record and manage all information related to Service Problems.
Support the overall SIPA Information Security program.
Develop and maintain security procedures and service responsibility matrices, physical and logical access strategies, and standards.
Adhere to the Information Security Management processes as defined in the SMM.
Establish and maintain an information security program that integrates with and facilitates effective tracking, reporting, and audibility in accordance with SIPA Governance, Risk, and Compliance (GRC) program requirements.
Implement security capabilities as required to achieve compliance with applicable security requirements, controls, laws, rules, and regulations.
Establish and maintain a Master Security Baseline Configuration (MSBC) defining the Service Providers Information Security reference architecture specifying critical Information Security solution blueprints, code, and system components (e.g., user identity and access security, client device security, on-premise, and cloud security, preventative and active incident management through event management, Security Operations Center (SOC), and security incident response).
Provide assistance with and support to security evaluations, as directed by SIPA, which include conducting internal audits, supporting external audits, conducting self-assessments, and evaluating security Incidents. 
Provide assistance with and support to all SIPA authorized assessments, develop action plans, and resolve deficiencies, vulnerabilities, concerns, and recommendations identified within six (6) months of the conclusion of the assessment, as defined in Exhibit 3.1 (Service Levels, Deliverables, and Reports).
Meet all security-related Deliverables and performance analytics as defined in Exhibit 3.1 (Service Levels, Deliverables, and Reports), which are to be agreed to by SIPA and Service Provider.
As requested, attend and contribute to Security Management and Risk Management meetings.
Resolve agreed actions and activities resulting from Security Management meetings.
Create and maintain Security Plan across the Service Provider’s Services.
Execute Service Provider’s Security Plan agreed to by SIPA and/or Customer specific requirements. 
Keep certificates for Service Provider’s staff current and report the status to SIPA on a quarterly basis.
In support of good information security practices, and as required for PCI DSS requirements, provide for vulnerability scans for all Service Provider Network assets, which should include scans for all Network addresses, at least once per quarter and report directly to the State and/or Customer Governance, Risk, and Compliance (GRC) program.
As required for PCI-DSS compliance, provide results of external vulnerability scans performed outside of the Service Provider’s Network(s) including items remediated and forward schedule of remediation plans.
As required for PCI-DSS compliance, provide results of internal vulnerability scan performed from inside the Service Provider’s Network firewall or security devices.
Provide a forward-looking schedule for the planned Service Provider security testing, assessments, and analysis.
Maintain all security documentation related to Customer’s enterprise security architecture for Equipment, Software, and networks and ensure documentation is available online to Customers 24x7x365.
Maintain Customer Data in accordance with Customer’s security policies.
Establish and maintain safeguards against the unauthorized access, destruction, loss, or alteration of Customer Data in the possession of Service Provider in accordance with Customer’s security policies.

Service Provider Staff
The Service Provider shall, at a minimum:
Limit access to data to authorized Service Provider personnel only.
Receive security clearance and successfully complete a background and criminal history investigation for all Service Provider personnel prior to performing contract functions or accessing SIPA Facilities, Systems, Applications, Networks, or Data.
Perform all work within the continental US.
Security Incident Event Management (SIEM)
The Service Provider shall, at a minimum:
Using the Service Providers SIEM, provide full, 24x7x365 active security monitoring of all Service Providers systems by collecting and analyzing security-relevant events and alerts to catch abnormal behavior or potential cyberattacks.   
Integrate and direct logs and alerts of In-Scope devices to Service Provider SIEM and security operations. 
Security Incident Management
The Service Provider shall, at a minimum:
Create and maintain a Security Incident Management Plan across the Service Provider’s Services. 
Provide security Incident severity matrix, notification rosters, communications plans, and procedures for managing security Incidents.
Implement the Service Provider’s portion of the Security Incident Management Plan in concert with participation from Customers and SIPA as required. 
Adhere to the security incident handling and notification processes that follow current NIST guidelines and as defined in the SMM.
Implement and maintain monitoring and alerting services, including automated alert notification.
Promptly investigate, document, and report security incidents in accordance with SIPA Security policies and the SMM.
Promptly communicate and escalate security Incidents to the Customer and SIPA according to the defined process.
Conduct Root Cause Analysis, and, if necessary, develop and implement formal corrective actions or remediation plans once approved by SIPA and the appropriate Customer. Evaluate the analysis and proposed corrective actions to ensure future risks are adequately mitigated.
Lead Security Incident investigations for affected Services and initiate corrective actions to minimize and prevent security breaches.
Assist in the development of action plans following any Security Incidents within the Customer environment and implement new controls approved by the Customer and in the timeline defined by the Customer.

[bookmark: _Toc136607578][bookmark: _Toc145992677][bookmark: _Toc160415358][bookmark: _Toc160505133][bookmark: _Toc177287980][bookmark: _Toc196469868][bookmark: _Toc470633522]Physical Security Administration
The Service Provider shall, at a minimum:
Communicate the physical and logical security management processes and procedures to Service Provider’s staff.
Comply with Service Provider physical and logical security responsibilities.
Inform SIPA and Customer immediately if Service Provider becomes aware of any vulnerability or weakness in the Services and recommend a solution or mitigation.
Provide near real-time information to SIPA and Customers to identify those physical access rights that should be removed from SIPA and Customer Facilities, and, where action is required within the Service Provider’s scope of responsibilities, initiate the access rights revocation request.
[bookmark: _Toc136607579][bookmark: _Toc145992678][bookmark: _Toc160415359][bookmark: _Toc160505134][bookmark: _Toc177287981][bookmark: _Toc196469869]SIPA and Customer Facilities
When Service Provider uses or visits locations and sites at SIPA or Customer Facilities, Service Provider will be responsible for the provision of Services related to Customer’s security requirements, set in place by Customer to govern the security of the Customer environment.
Service Provider shall, at a minimum:
Comply with all SIPA and Customer security policies, standards and procedures, and all applicable laws and regulations, as they may be revised or updated.
Comply with SIPA and Customers’ policies, including security, data, and records management, and electronic records and data archiving.
Implement the security-related Services required to protect the confidentiality, integrity, and authenticity of the information stored in or transmitted to or from the Customer’s environment, in accordance with the Customer’s security requirements.
Comply with SIPA’s, Customers’, and Service Providers’ physical security administration processes, where the processes interact.
Security Assessments
SIPA, Customers, and other entities authorized by SIPA may conduct security reviews, assessments, forensic analysis, and/or audits (e.g., SSAE 18, State Audit Office, IRS audits) where service is being provided by the Service Provider. These Security Assessments may include (but are not limited to) physical security, logical security, policies and procedures, Network analysis, vulnerability scans, and Controlled Penetration Tests.
Security Assessments may be conducted by SIPA or, at SIPA’s sole discretion, a third-party security assessment vendor (the “Security Assessment Company”).
If requested by SIPA, Service Provider will provide any internal security audits or security report findings from Service compliance reviews to SIPA. Service Provider shall prominently mark provided documents as security-related and confidential. 
Service Provider shall, at a minimum:
Cooperate fully with SIPA and/or the Security Assessment Company and provide reasonable access to any premises, equipment, personnel, or documents, and provide any assistance required by SIPA and/or the Security Assessment Company to conduct the Security Assessment; however, SIPA and the Security Assessment Company will not have access to Service Provider proprietary information where it is not relevant to the Security Assessment, and will further not have access to confidential or proprietary information of other customers of Service Provider than Customers. 
Under no circumstances, attempt to persuade, control, or otherwise influence the Security Assessment Company in the determination of its findings. The Security Assessment will be conducted to not unreasonably disrupt Service Provider’s operations under this Agreement. 
Within fifteen (15) days of an Assessment Notice Date, SIPA and Service Provider will meet to jointly review the relevant Security Assessment report, and, if such report concludes that the Security program does not meet or exceed the Standard of Due Care, then within thirty (30) days after the applicable Assessment Notice Date, the Service Provider will develop and agree upon an action plan to promptly address and resolve any deficiencies, vulnerabilities, concerns and/or recommendations identified in such report, consistent with the Service Provider’s obligations as set forth in the Agreement. 
Connectivity to Customer Networks
When Service Provider chooses to provision capabilities that require connectivity to Customer facilities, Service Provider will be responsible for securely connecting those capabilities to the Customer Network(s).
Service Provider shall, at a minimum:
Connect to Customer Networks only via encrypted and secured mechanisms (e.g., VPN), following SIPA and Customer Change Management processes and in accordance with SIPA and Customer policies.
Provision controls points that can verify and audit the mechanisms used to access the Customer Networks and provide supporting information upon request.
Perform Network address translation and port address translation for traffic in and out of Service Provider's private networks as applicable. 
Promptly notify Customer of any changes in Service Provider's networking parameters (e.g., netblocks, networking contact details, encryption, authentication parameters).
Provision and maintain all necessary connectivity into the Customer Networks and manage that connectivity to meet the designated performance standards.
For the Network connections provisioned by Service Provider as part of its solution:
Manage and support the Network connections (e.g., WAN circuits).
Ensure there is adequate bandwidth to support the full use and timely delivery of the Services.
Coordinate with the Customer Network management to ensure proper connectivity between Service Provider's Transport and the Customer Networks.
Ensure that connections are secured for the delivery of the Services, and only for the Services.
Upon Customer request, modify the connection method and mechanisms to conform to periodic changes in technology, networking, or security standards.

[bookmark: _Toc478157281][bookmark: _Toc481426904][bookmark: _Toc481426963][bookmark: _Toc481569978][bookmark: _Toc67754637][bookmark: _Toc97196521]Request Management and Fulfillment
Service Provider will be responsible for the fulfillment of Service Requests in compliance with processes in the SMM.
The Service Provider shall, at a minimum:
Request Management processes and systems
Develop and maintain processes in the SMM.
Implement and maintain Request Management and fulfillment processes and systems that are flexible and facilitate effective communication and coordination across all functional areas.
Facilitate the transparency of Request Management through appropriate processes and systems to provide a complete audit trail to meet SIPA and Customer legislative and policy requirements.
Communicate and coordinate the Request Management processes and policies within Service Provider’s organization.
Service Request Operations
Properly exercise Request Management activities across all functions and organizations that provide Services to Customers.
Track Service Request activities and provide and maintain regular communications between all parties and Authorized Users through request fulfillment.
Manage the effective execution of Request Management to fulfill service requests within the agreed Service Levels and SMM and promote Customer and Authorized User satisfaction.
Ensure that detailed audit trail information is recorded of all activity that creates, changes, or deletes data and user access to systems that contain SIPA and Customer Data.
Engage in effective Request Management governance process, including:
Clearly define and document the type of Service Requests that will be handled within the Request Management process so that all parties are clear on the scope of Service Requests and the Request Management process.
Establish and continually maintain definitions of all Services, including descriptions, Services that will be standardized, Services that require custom solutions, and Services that can be requested through each medium (e.g., Service Desk, SIPA Portal, Service Catalog, Request for Service).
Establish and continually maintain Authorized User lists on who is authorized to make Service Requests and type of requests they are entitled to make.
Communicate to Authorized Users the definition of Services, the Request Management processes, and changes thereto.
Support regular training for Authorized Users on Request Management processes, Service definitions, and request mediums.
Perform regular collection of feedback from Authorized Users on the effectiveness of Request Management and engage in activities to improve process and service.
Support multiple mediums for accepting Service Requests, including the Service Desk, SIPA Portal, and Service Catalog.
Support the use of online self-service to allow Authorized Users to enter Service Requests from a pre-defined list of options.
Provide real-time visibility of data records associated with Service Requests.
Ensure proper approval, including financial authority, prior to Service Request fulfillment.
Provide and maintain regular communications between all parties and Authorized Users as required until Service Request completion and document the communications in compliance with the Request Management processes. 
The communications frequency will be determined by the severity of the request and in compliance with the SMM.
Keep Authorized User informed of any issues with the completion of Service Requests and status changes throughout the Service Request lifecycle and in accordance with the SMM.
Provide anticipated completion times for active Service Requests and update notification systems as required in the SMM to keep Authorized Users informed in compliance with established Service Levels per Exhibit 3.1 (Service Levels, Deliverables, and Reports).
Close Service Requests, in compliance with the SMM, after receiving confirmation from the requesting Authorized User that the Service Request has been completed.  
[bookmark: _Toc470633529]Request for Solution (RFS)
Requests for Solution (RFS) are Customer or SIPA requests where requirements are captured in the Service Provider’s Request Management system and Service Provider develops solutions and cost estimates for Customer or SIPA review and approval. These solutions typically assume the Service Provider builds and implements the solution. The Service Provider shall, at a minimum:
Develop and provide RFS processes, supporting systems, and appropriate mechanisms for the fulfillment of complex requests requiring design, price, solution, and proposals, including appropriate communications to adequately set expectations and promote good customer service.
Develop and establish RFS processes and appropriate mechanisms to support rapid proposal development that provides a level of accuracy for budgetary information without requiring a full solution (e.g., rough order magnitude (ROM) pricing and high-level architecture).
For all RFSs solutioned and delivered by the Service Provider:
Review submitted RFS to validate for completeness. 
Coordinate and lead meetings as required to review requests, gather requirements, solution and develop the proposal. 
Coordinate the attendance of all necessary subject matter experts in solution and requirement gathering sessions.
Provide a timeframe for delivering the solution proposal, including cost estimates, once requirements are complete.
Develop the solution which may include the technical solution, effort, Acceptance Criteria, solution design document, and pricing.
Develop the solution in conformance with the Customer or SIPA-approved architecture, standards, and pricing.
Develop the solution in conformance with the security policies, procedures, and guidelines of Customer and SIPA.
Develop the solution in conformance with the boundaries of Customer and SIPA technical guidelines.
Coordinate and facilitate solution reviews across the Service Provider as required to review and gain approval for the solution and pricing.
Track all Project Change requests in accordance with established procedures in the SMM. 
Provide a single proposal to requesting Customer and SIPA as required.
Iterate and adjust the solution and cost estimating template as required to adhere to the requesting Customer’s feedback and requirements.
Document Customer or SIPA approvals in accordance with established processes as per the SMM.
Gather and validate that the proposal acceptance comes from an appropriately authorized user.
Provide status to SIPA and Customers for all outstanding requests.
Produce and deliver project milestones as part of the Project Management process for each project being delivered. SIPA shall have the right to review and accept or reject the milestones in accordance with the SMM. 
Initiate Project Management as appropriate upon proposal acceptance by SIPA and Customer to implement approved proposals.
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The Service Provider shall, at a minimum:
Provide Change Management systems for Service Provider Services.
Perform Change Management Services utilizing standardized methods and procedures as defined in the Service Provider SMM to provide efficient and prompt handling of all Changes.
Assist Customer in creating the schedule for any Changes and implementing such Changes.
Comply with defined Change Management processes and training requirements.
Provide necessary information to Customer and to assist in documenting all Request for Changes (RFCs).
Coordinate with Customer to assist in the development of a schedule of planned approved Changes.
Perform maintenance during regular maintenance periods as defined in the SMM, or as scheduled in advance with the approval of the Customer.
As requested, lead or participate in traditional or digital Change Advisory Board (CAB) meetings and workflow to review planned Changes and results of Changes made.
Utilize Service Provider, Change Management System, tools, and processes for the efficient and effective handling of all Changes, including the CAB, subject to approval from Customer, in a way that minimizes risk exposure and maximizes Availability of the Services.
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The Service Provider shall provide an inventory of the Equipment, Software, and Applications managed by the Service Provider in a Configuration Management Database (CMDB). The Service Provider is responsible for maintaining the CMDB details of Equipment, Software, and similar IT service items (collectively referred to as Configuration Items or CIs) used in the provision, support, and management of the Services. 
The Service Provider shall, at a minimum:
Provide Service Asset and Configuration Management system for Service Provider Services.
Develop and document Service Asset and Configuration Management processes, as approved by SIPA, that articulate the objectives, scope, and principles. 
Establish categorization and classification structures to support the proper documentation and maintenance of CIs.
Communicate and coordinate the Service Asset and Configuration Management processes and policies within Service Provider’s organization.
Provide a complete Service Asset and Configuration Management audit trail to meet SIPA and Customer legislative and policy requirements.
Use the Service Asset and Configuration Management process to identify, control, maintain, and verify the CIs comprising the Equipment, Software, and Applications to provide the Services.
Record the CI information for Equipment, Applications, Software and Services in Service Providers CMDB.
Record the SIPA and Customer agreed DR Level for each Applications, Systems, Software, and Equipment in Service Providers CMDB.
Verify that all CIs for the Applications, Systems, Software, and Equipment and Services are incorporated into the CMDB.
Utilize the Service Providers CMDB as the single source of information regarding all CIs within Service Provider scope.
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Service Provider is responsible for maintaining an IT Service Continuity Management (ITSCM) plan for its own internal staff and systems to respond to an emergency and continue to provide Services to Customers and SIPA.
The Service Provider shall, at a minimum:
[bookmark: _Hlk70067604]Develop, maintain, and test Disaster Recovery Plans (DRPs) and Technical Recovery Guides (TRGs) as required in Exhibit 2.3 (IT Service Continuity Management), and defined in the SMM for the Applications, Systems, Software, and Equipment used by Service Provider to provide the Services. Collectively these plans are referred to as the Service Provider’s ITSCM plan. 
The DRPs and TRGs should comply with all applicable Federal and State requirements.
In the event of a disaster, recover and support affected Applications, Systems, Software, and Equipment at the designated recovery location according to the agreed Recovery Time Objective (RTO) and Recovery Point Objective (RPO) as defined by the assigned DR Level and required in Exhibit 2.3 (IT Service Continuity Management), and, in support of the Service Levels defined in Exhibit 3.0 (Performance Model).
Coordinate Service Provider’s ITSCM plan with Customer Business Continuity Plan (BCPs) to ensure Customers can resume regular business functions in the event of a Disaster or significant event affecting the Applications, Systems, Software, and Equipment used by Service Provider to provide the Services.  
In the event of a service disruption, coordinate all ITSCM efforts to ensure smooth and efficient resumption of Services.
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Crisis management may be necessary, depending on the type of business or geographic location where Services are being performed, in the event of hurricanes, tornados, riots, terrorist threats, etc.  The Service Provider shall, at a minimum:
Follow SIPA and Customer notification processes for any Crisis event occurring in or relating to a Service Provider Facility, SIPA Facility, or other facilities managed by Service Provider in connection with the Services.
Alert Service Provider support as documented in the Service Provider’s Business Continuity Plan following notification by SIPA or Customer(s).
Coordinate with SIPA and Customer requirements for Services that are critical to designated Customer emergency management responsibilities.
Coordinate with SIPA and Customer regarding variances in Services as a result of Crisis management in compliance with all SMM procedures.
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Project Management provides a way to execute and manage projects with the goal of delivering projects from request through completion, meeting Customer requirements in terms of timing, quality, and cost. 
The Service Provider shall, at a minimum:
Provide Project Management systems to support Service Provider requirements.
Execute and project manage projects related to the Service Provider’s Services. 
Conform Service Provider operations to SMM-defined policies and procedures to ensure the success of the Project Management process.
Use the Service Provider-provided Project and Program Management (PPM) system as the single source of project management and information regarding all projects and programs.
Ensure that all Service Provider Project Management data resides in the PPM system.
Execute projects according to the approved Program Management and Project Management methodology as defined in the SMM.
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Service Provider will provide and post reports and data as required to the Service Provider-provided SIPA Portal as described below and as defined in Exhibit 3.1 (Service Levels, Deliverables, and Reports).
The Service Provider shall, at a minimum:
All Reports currently being provided by the Incumbent Service Provider, including:
Those Reports listed in Exhibit 3.1 (Service Levels, Deliverables, and Reports), including those reports contemplated in Exhibit 3.1 (Service Levels, Deliverables, and Reports), but not in production;
According to the format, content, and frequency as noted in Exhibit 3.1 (Service Levels, Deliverables, and Reports).
Ad hoc reports as requested by SIPA or Customers in compliance with processes outlined in the Service Management Manual.
Provide the capability for SIPA or Customers to request Reports based on standard data provided via the SIPA Portal. 
Provide the capability for SIPA or Customers to generate ad hoc reports via the SIPA Portal reporting tool.
Delivering all Reports requested or referenced as report requirements in other Exhibits.
Modifying the format, content, and frequency of any Report as requested by SIPA during the Term, subject to Change Management procedures. 
All Reports via the SIPA Portal through a real-time web-accessible reporting dashboard.
Access statistics for Reports presented via the SIPA Portal at the request of SIPA.
Provide near-real-time operational reporting within the Service Provider-provided SIPA Portal.
Provide integrated performance dashboards within the Service Provider-provided SIPA Portal containing:
Near real-time health dashboards for any systems or applications managed by Service Provider, highlighting the status of health metrics as defined by Service Provider and agreed by SIPA.
IT and PCI security health of Service Provider services in a security dashboard on a monthly, quarterly, and annual basis. 
Security reports to support SIPA’s security governance, risk, and compliance requirements relevant to Service Providers Services, including, but not limited to, risk assessments, Incident reporting, and Security Plan development.  
As necessary and requested by SIPA, provide ad hoc and summary Security Incident Reports to SIPA CISO using security systems and data generated in accordance with the format and content of the then current version of SIPA Security policies.
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Service Level Management includes the activities associated with managing and reporting attainment of Service Level performance, deliverable commitments, and customer satisfaction. Service Provider will provide and post Service Level performance reports and data as defined in Exhibit 3.2 (Service Level Definitions), and described below, to the Service Provider-provided SIPA Portal as described below.  
The Service Provider shall, at a minimum:
Provide accurate and timely SLA reports to SIPA, as defined in Exhibit 3.2 (Service Level Definitions) and the SMM, including the ability to drill-down into the underlying transactions or records used to calculate service level performance.
Analyze Customer scorecard feedback to understand Customer and SIPA issues and develop and execute issue resolutions. 
Collate information provided to Service Provider from Service Desk Users (e.g., captured in Service Desk surveys, feedback through emails) regarding suggested improvements to the Services.
Develop an action plan to address suggested improvements to the Services identified by Service Provider and Customer, including the following:
1. Provide the action plan to SIPA for review.
2. Implement SIPA-approved action plans.
3. Report on progress and improvements made on approved action plans.
Summarize and report on plans and activities that affect the overall Services to SIPA.
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Service Provider must provide IT Financial Management Services in support of the Exhibit 4 series.
The Service Provider shall, at a minimum:
Actively work with SIPA to develop and document IT Financial Management processes.
Actively cooperate in information exchange between and among SIPA and Customers to improve end-to-end IT Financial Management.
Facilitate the transparency of IT Financial Management through appropriate processes to provide a complete audit trail to meet legislative and policy requirements.
If required, integrate Service Provider IT Financial Management process and system with the SIPA’s IT Financial Management process and system, where the processes interact, and as agreed to with SIPA.
Provide sufficient data and detail to support SIPA and Customers’ state and federal funding accounting, grant, and audit requirements.
Collect, aggregate, and provide billing, service provisioning, and service metric information to SIPA as required.
Identify unique Customer account identifiers to identify Applications, Application Instances, and other services information as required.
Provide the SIPA and Customers with monthly invoice summary and detailed information as required for Service Provider to invoice for Services.  
Support all charges with detailed invoice data as required in Exhibit 4.3 (Financial Reporting), and supporting utilization data at the Customer, Resource Unit, Charge category (e.g., programs, divisions, organization units) as required by SIPA.
Actively participate in developing and maintaining the processes for the resolution of invoice disputes within designated timeframes.
Provide effective and agreed-on mechanisms for crediting SIPA and Customers as appropriate.
Effectively execute the processes to record, track, and manage incidents of Service Provider invoice disputes.
Research and review invoice disputes for completeness and supporting data accuracy, and, when necessary, request clarifying data from Customer or SIPA.
Support and initiate additional treatment of invoice disputes to facilitate resolution within designated timeframes.  
Ensure that incidents of invoice disputes are continually updated, at a minimum on a weekly basis.  
Keep the SIPA informed of activity and anticipated resolution times for active incidents of invoice disputes.
Allow SIPA to monitor and validate the invoice dispute process on an ongoing basis.
[bookmark: _Toc478149706][bookmark: _Toc478150599][bookmark: _Toc478151765][bookmark: _Toc478151919][bookmark: _Toc478155182][bookmark: _Toc478149707][bookmark: _Toc478150600][bookmark: _Toc478151766][bookmark: _Toc478151920][bookmark: _Toc478155183][bookmark: _Toc478149709][bookmark: _Toc478150602][bookmark: _Toc478151768][bookmark: _Toc478151922][bookmark: _Toc478155185][bookmark: _Toc478149711][bookmark: _Toc478150604][bookmark: _Toc478151770][bookmark: _Toc478151924][bookmark: _Toc478155187][bookmark: _Toc478149712][bookmark: _Toc478150605][bookmark: _Toc478151771][bookmark: _Toc478151925][bookmark: _Toc478155188][bookmark: _Toc478149713][bookmark: _Toc478150606][bookmark: _Toc478151772][bookmark: _Toc478151926][bookmark: _Toc478155189][bookmark: _Toc478149714][bookmark: _Toc478150607][bookmark: _Toc478151773][bookmark: _Toc478151927][bookmark: _Toc478155190][bookmark: _Toc478149715][bookmark: _Toc478150608][bookmark: _Toc478151774][bookmark: _Toc478151928][bookmark: _Toc478155191][bookmark: _Toc478149716][bookmark: _Toc478150609][bookmark: _Toc478151775][bookmark: _Toc478151929][bookmark: _Toc478155192][bookmark: _Toc478149717][bookmark: _Toc478150610][bookmark: _Toc478151776][bookmark: _Toc478151930][bookmark: _Toc478155193][bookmark: _Toc478149718][bookmark: _Toc478150611][bookmark: _Toc478151777][bookmark: _Toc478151931][bookmark: _Toc478155194][bookmark: _Toc478149720][bookmark: _Toc478150613][bookmark: _Toc478151779][bookmark: _Toc478151933][bookmark: _Toc478155196][bookmark: _Toc478149721][bookmark: _Toc478150614][bookmark: _Toc478151780][bookmark: _Toc478151934][bookmark: _Toc478155197][bookmark: _Toc478149722][bookmark: _Toc478150615][bookmark: _Toc478151781][bookmark: _Toc478151935][bookmark: _Toc478155198][bookmark: _Toc478149723][bookmark: _Toc478150616][bookmark: _Toc478151782][bookmark: _Toc478151936][bookmark: _Toc478155199][bookmark: _Toc478149724][bookmark: _Toc478150617][bookmark: _Toc478151783][bookmark: _Toc478151937][bookmark: _Toc478155200][bookmark: _Toc478149731][bookmark: _Toc478150624][bookmark: _Toc478151790][bookmark: _Toc478151944][bookmark: _Toc478155207][bookmark: _Toc478149732][bookmark: _Toc478150625][bookmark: _Toc478151791][bookmark: _Toc478151945][bookmark: _Toc478155208][bookmark: _Toc478149733][bookmark: _Toc478150626][bookmark: _Toc478151792][bookmark: _Toc478151946][bookmark: _Toc478155209][bookmark: _Toc478149734][bookmark: _Toc478150627][bookmark: _Toc478151793][bookmark: _Toc478151947][bookmark: _Toc478155210][bookmark: _Toc478149735][bookmark: _Toc478150628][bookmark: _Toc478151794][bookmark: _Toc478151948][bookmark: _Toc478155211][bookmark: _Toc478149736][bookmark: _Toc478150629][bookmark: _Toc478151795][bookmark: _Toc478151949][bookmark: _Toc478155212][bookmark: _Toc478149737][bookmark: _Toc478150630][bookmark: _Toc478151796][bookmark: _Toc478151950][bookmark: _Toc478155213][bookmark: _Toc478149738][bookmark: _Toc478150631][bookmark: _Toc478151797][bookmark: _Toc478151951][bookmark: _Toc478155214][bookmark: _Toc478149748][bookmark: _Toc478150641][bookmark: _Toc478151807][bookmark: _Toc478151961][bookmark: _Toc478155224][bookmark: _Toc478149749][bookmark: _Toc478150642][bookmark: _Toc478151808][bookmark: _Toc478151962][bookmark: _Toc478155225][bookmark: _Toc478149759][bookmark: _Toc478150652][bookmark: _Toc478151818][bookmark: _Toc478151972][bookmark: _Toc478155235][bookmark: _Toc478149760][bookmark: _Toc478150653][bookmark: _Toc478151819][bookmark: _Toc478151973][bookmark: _Toc478155236][bookmark: _Toc478149761][bookmark: _Toc478150654][bookmark: _Toc478151820][bookmark: _Toc478151974][bookmark: _Toc478155237]Provide data reports on all SIPA transactions and revenue, including, at a minimum:
Provide application transaction and financial transaction reports in a SIPA-agreed format to allow for near real-time reporting of the SIPA transaction and payment details including reports as required to fully reconcile all attempted and failed transactions. 
Provide customer, application, and transaction reports to SIPA and Customers as required on transactions and payment data by type of transaction, application, customer, etc.
Provide reports with the appropriate level of detail to show all application and payment engine generated revenue to each individual transaction. 
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Deliverables are a Service Provider-provided tangible item or outcome that SIPA reviews and approves at a specified date/frequency during the term of the contract, excluding reports that are managed/monitored through other defined processes.  Deliverables may have certain attributes that impact the review and acceptance.  The attributes for each of the Deliverables are detailed in Exhibit 3.1 (Service Levels, Deliverables, and Reports) and summarized below.
Critical (C) (flagged within the Agreement and referenced in Exhibit 3.1 (Service Levels, Deliverables, and Reports). Deliverables that are Critical have associated Deliverable Credits payable to SIPA in the event Service Provider fails to successfully complete and submit such Deliverables to SIPA on or before the due dates identified in Exhibit 3.1 (Service Levels, Deliverables, and Reports). For further clarity, successfulness is measured by whether the Deliverables meet the associated Acceptance Criteria.
Payment (P) - Deliverables that have associated payments due to the Service Provider after SIPA approval of such Deliverables.  Payment will be provided in accordance with Exhibit 4.0 (Business Model). 
Time-critical (T) – Deliverables that are designated as time-critical will have an expedited review period of five (5) Business Days.
Deliverable Acceptance Criteria.  To eliminate the potential for frequent submission and rejection of Deliverables, the Service Provider shall meet with SIPA and reach an agreement on the construct and content for Deliverables prior to creation.  The Service Provider shall coordinate fully and appropriately with SIPA and its Customers throughout the development of Deliverables and reviews of Deliverables prior to formal submission as requested.  At a minimum, Deliverables shall meet the Acceptance Criteria defined in Exhibit 3.1 (Service Levels, Deliverables, and Reports). Unless otherwise agreed, and as applicable, Service Provider shall perform comprehensive testing (e.g., unit, string, integration, stress, volume, system testing) on each such Deliverable prior to submitting such item to SIPA for Acceptance. SIPA considers the Deliverable due date to be the day by which the Deliverable is ready for acceptance and formally submitted.  The Service Provider shall use the SMM process to formally submit final versions of Deliverables in accordance with SIPA-approved Deliverable schedule and ensuring the Deliverable meets requirements and Acceptance Criteria outlined in the Agreement and referenced in Exhibit 3.1 (Service Levels, Deliverables, and Reports).
For the avoidance of doubt, a specific Deliverable’s attributes may be changed upon mutual agreement and through the appropriate Contract Change request process as determined by the material nature of changes.
SIPA and or Customer shall have the right to review and accept or reject all Materials, Equipment, Systems and other deliverables and milestones (each a "Deliverable") to be provided by Service Provider to SIPA pursuant to the methodology set forth in this Section 5.4 Deliverable Management. SIPA will determine, at their reasonable discretion, when a Deliverable will be deemed "Accepted" following the implementation, installation, testing, and execution in the production environment (as applicable) and confirmation that such Deliverables are in Compliance with defined Deliverable Acceptance Criteria. Unless otherwise requested by SIPA, each Deliverable shall be provided by Service Provider and subject to SIPA "Acceptance" as described below.
Acceptance Review Period. For each Deliverable, SIPA shall have either (1) the period of time set forth in the applicable plan, if any, or (2) if no such period is set forth in a SIPA-approved plan, ten (10) Business Days following Service Provider’s notification to SIPA that Service Provider has completed any Deliverable, which shall include Service Provider’s internal testing as required under this Agreement, to determine whether it Complies with its Acceptance Criteria (such period of time, the "Acceptance Review Period"). The Acceptance Review Period shall begin on the date that Service Provider provides written notification to SIPA that the Deliverable is ready to be reviewed by SIPA. 
Acceptance Review. During the Acceptance Review Period, SIPA shall review and may further test each Deliverable, individually and/or collectively, to determine whether such item(s) contains any type of Noncompliance. Service Provider shall cooperate with such review and testing efforts, provide a technical environment to facilitate such review, and provide all applicable documentation that may assist in such review and testing.
Acceptance. If SIPA does not identify any Noncompliance relating to a Deliverable during its Acceptance Review Period, SIPA shall inform the Service Provider in writing that the Deliverable is Accepted, subject to the other provisions of this Agreement. If SIPA does not Accept a Deliverable, SIPA shall provide Service Provider notice of Noncompliance as described below. If SIPA does not Accept or deliver a notice of Noncompliance to Service Provider by the end of the Acceptance Review Period, Service Provider shall so inform the SIPA Contract Manager and the Designated SIPA Representative in writing and provide SIPA an additional Acceptance Review Period of at least five (5) Business Days. If SIPA does not Accept or deliver a notice of Noncompliance by the end of such additional Acceptance Review Period, Service Provider may escalate such issue for resolution through governance in accordance with Exhibit 1.2 (Governance Model). SIPA's use in a live production environment shall not constitute Acceptance, affect any rights and remedies that may be available to SIPA, and/or constitute or result in "acceptance" under general contract Laws, the State's Uniform Commercial Code or any other Laws.
Noncompliance. If SIPA delivers to the Service Provider a written notice of non-compliance, the Service Provider shall correct all deficiencies identified in SIPA’s notice and within five (5) Business Days for written Deliverables, or such other time as mutually agreed to, at no additional charge to SIPA. Beginning upon receipt of notice from Service Provider that the Deliverable resubmission is ready to be Accepted, an Acceptance Review Period of ten (10) Business Days shall begin again and the Parties shall perform their obligations as described above in Acceptance Review Period and Acceptance Review.  For Deliverables that are Time-Critical as designated in Exhibit 3.1 (Service Levels, Deliverables, and Reports), within two (2) Business Days or as otherwise mutually agreed, after receiving such notice from SIPA, and at no charge to SIPA, Service Provider shall correct such Noncompliance, satisfy the Acceptance Criteria as outlined in the Noncompliance notification. Beginning upon receipt of notice from Service Provider that a Deliverable resubmission is ready to be Accepted, an Acceptance Review Period of two (2) Business Days or as otherwise mutually agreed, shall begin and the Parties shall perform their obligations as described above in Acceptance Review Period and Acceptance Review.
Failure to Cure a Noncompliance. If Service Provider (1) requires more than two (2) attempts to cure a particular Noncompliance, (2) does not correct a Noncompliance within the timeframes defined in Section 5.4.4.1 Acceptance Review Period or as otherwise mutually agreed, or (3) cures a particular Noncompliance and such cure results in another Noncompliance and Service Provider is not able to collectively cure such Noncompliance(s) within one (1) attempt in five (5) Business Days, then SIPA may, in its sole discretion, apply any remedies including Deliverable Credits.
After the cure process stated above, upon written notification to Service Provider, SIPA in its sole discretion may (A) provide Service Provider an additional cure period to fix the Noncompliance; (B) conditionally Accept the Deliverable and require Service Provider to develop a remediation plan, subject to SIPA's acceptance and within time frames reasonably requested by SIPA whereby Service Provider shall design and implement a workaround solution that mitigates the Noncompliance; (C) correct the Noncompliance itself or hire a third party to correct the Noncompliance at Service Provider’s expense (all such Out-of-Pocket Expenses and costs of SIPA to be subject to set-off as set forth in Section 1.2.3 Set Off in Exhibit 4.0 (Business Model); (D) implement and use the Deliverable despite the Noncompliance and equitably reduce the Charges; or (E) exercise any of its other rights and remedies under this Agreement or available at law or in equity. If SIPA elects options (A) or (B) above and Service Provider fails to cure the Noncompliance in accordance with the foregoing, SIPA may thereafter elect any of the foregoing options (A) through (E). The remedies above are in addition to and shall not limit SIPA's other remedies, whether at Law, in equity, or under this Agreement.
Remediation of Defects in Previously Accepted Items. In the event of a discovery of a latent defect in a previously Accepted Deliverable or other Deliverable, where such latent defect would have qualified as a Noncompliance at the time of Acceptance, upon discovery, the Service Provider will, at no additional charge, repair or replace or otherwise correct the Noncompliance to the level of performance specified in the Agreement.  Further, should any modification or rework of a previously Accepted Deliverable or other Deliverable be required for Acceptance of a subsequent deliverable, then Service Provider shall perform such modification or rework at no charge and each Party’s obligations, rights, and remedies described herein shall continue to apply.
[bookmark: _Toc97196531]Projects
Procedures and Performance. Service Provider will perform Projects as directed by SIPA, in accordance with the terms of this Agreement and the process described in this Section 5.5 Projects. From time to time and at SIPA's sole discretion, SIPA may request Service Provider to perform Projects. SIPA may initiate a request for a new Project by providing such request in writing (each such request, a "Project Request") to Service Provider. Service Provider shall justify to SIPA when it has insufficient resources to perform such work, including through reprioritization or rescheduling of Project activities of Service Provider Personnel. The Designated SIPA Representative will request, define, and set the priority for Projects. Service Provider shall maintain appropriate continuity of personnel assigned to perform Projects.
Project Work Order. Service Provider shall, within the time frame specified in such Project Request (and in no event more than five (5) Business Days from receipt of such request unless another time frame is approved by SIPA), at no charge to SIPA, prepare and deliver to SIPA a proposed Project Work Order (each, a "Project Work Order" – Attachment C – Form of Work Order), as described below. Each proposed Project Work Order prepared by Service Provider will contain the following information: (i) a detailed description of the scope of work to be performed by Service Provider to complete and implement the Project, including any required Deliverables; (ii) any specific performance standards that will apply to the completion and implementation of such Project, including Service Provider's agreement to meet applicable Service Levels; (iii) an anticipated schedule for completing and implementing the Project and any related Deliverables, including Milestones and credits for failing to achieve Acceptance of Milestones and Deliverables; (iv) a description of the Service Provider positions that will be assigned to each activity specified in the Project Work Order, including the location of Service Provider Personnel assigned to such positions (i.e., onsite, offsite) and sufficient detail to allow SIPA to audit the assignment and billings related to such Service Provider Personnel; (v) a description of the Acceptance Criteria and Acceptance testing procedures to be used by SIPA in connection with any Acceptance testing of such Project and any related Deliverables and Milestones; (vi) the estimated number of personnel hours needed to complete the Project; (vii) one (1) or more fee quotes, based on the following pricing mechanisms: (a) the applicable hourly rate, in accordance with the Rate Card, (b) if the Project consists of multiple units of work for which there are pre-defined one-time Charges, the number of pre-defined work units multiplied by the applicable pre-defined one-time Charge, or (c) if requested by SIPA, a fixed fee or other pricing mechanism. SIPA may, at its option, choose which pricing mechanism will apply to the Project. Service Provider will not commence performing any services in connection with a Project, and SIPA will not be responsible for any Charges applicable to such Project, until the Parties have executed the applicable Project Work Order. Any change to a Project Work Order will be made pursuant to the Change Control Procedure.
Approval of Projects and SIPA Requests. The Designated SIPA Representative may accept or reject Project proposals in his or her sole discretion. Service Provider shall not agree to provide Projects to SIPA without the prior approval of Designated SIPA Representative. SIPA shall not be obligated to pay for any Projects not properly authorized by the Designated SIPA Representative. Without limiting SIPA's other rights under this Agreement or applicable Law, if Service Provider fails to comply strictly with this Section 5.5.3 Approval of Project and SIPA Requests, it shall receive no compensation for any services rendered to SIPA in violation of this Section 5.5.3 Approval of Project and SIPA Requests.
Reprioritization, Termination, and Suspension. Service Provider acknowledges and agrees that SIPA will have the right based on valid business reasons to reprioritize, terminate, or suspend any Project at any time upon informing the Service Provider Contract Manager. SIPA will not be obligated to pay Service Provider any additional compensation associated with such action unless the corresponding Project Work Order expressly provides otherwise. If SIPA decides to terminate a Project Work Order, Service Provider will stop performing the Project work in an orderly manner as of the date specified by SIPA, and Service Provider will only be entitled to charge SIPA for actual performance provided by Service Provider for chargeable Project work up to the date specified in SIPA's notice.
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Service Provider shall cause a multi-client Service Organization Controls 2 Report, type II, ("SOC 2 Report") (SOC 2: Attestation Standards, Section 101 of the AICPA Codification Standards (AT Section 101). "Reporting on Controls at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy (SOC 2)", as published by the AICPA in 2011) to be conducted by an independent, nationally recognized public accounting firm qualified to perform such audits at least annually, prepared in accordance with the relevant and current standards. The Service Provider acknowledges that each such SOC 2 Report shall cover Service Provider's policies, procedures, controls, and systems for twelve (12) months of Service Provider's performance of the Services, in accordance with the State fiscal year (and each successive twelve (12) month period thereafter), and in particular those policies, procedures, controls, and systems applicable to an audit of Service Provider's customers. Prior to initiating any such SOC 2 Report, Service Provider shall confer with SIPA as to the scope and timing of each SOC 2 Report and shall accommodate SIPA's requested modifications (if any) for each such SOC 2 Report to the extent reasonably practicable.
Service Provider shall cause its Subcontractors performing the Services to allow SOC 2 Reports on their policies, procedures, controls, and systems that complement the SOC 2 Report performed pursuant to clause (5.6.1) above when requested by Service Provider, SIPA, and other entities authorized by SIPA. If Service Provider is unable to cause its Subcontractors to conduct such SOC 2 Reports or chooses to conduct the SOC 2 Reports of such complementary policies, procedures, contracts, and systems itself, then Service Provider shall engage an independent, nationally recognized public accounting firm to perform such audits of its Subcontractors to ensure that the policies, procedures, controls, and systems of the Subcontractor complement those of Service Provider.  For purposes of this clause (5.6.2), the term "complement" shall mean that the policies, procedures, controls, and systems of the Subcontractors, when taken as a whole in combination with the policies, procedures, controls, and systems of Service Provider, represent the entire control environment under this Agreement.
Unless otherwise agreed by the Parties, such report shall be conducted to result in an annual final report dated as of each December 31st or such date that represented the end of the Service Provider’s fiscal year during the Term with a copy of such final report provided by Service Provider to SIPA and SIPA Auditors ten (10) days from the date Service Provider receives the final report from the external firm. In all events, each report delivered by such date shall be unqualified and the Service Provider shall respond to such report in accordance with Section 9.7 (g) Service Provider Response in the Agreement. In addition, within ten (10) Business Days of SIPA's written request to Service Provider, Service Provider shall provide a letter to SIPA signed by an officer of Service Provider certifying that there has been no change in the policies, procedures, controls, and systems of Service Provider since the date of the most recent SOC 2 Report.
Service Provider and SIPA shall meet promptly upon the completion of an audit conducted (i.e., an exit interview) and/or issuance of an interim or final report to Service Provider and SIPA following such an audit. Service Provider shall respond to each exit interview and/or audit report in writing within thirty (30) days, unless a shorter response time is specified in such report. Service Provider and SIPA shall develop and agree upon an action plan to promptly address and resolve any deficiencies, concerns, and/or recommendations identified in such exit interview and/or audit report, and Service Provider, at its own expense, shall undertake remedial action in accordance with such action plan and the dates specified therein to the extent necessary to comply with Service Provider’s obligations under this Agreement.
To the extent SIPA provides reasonable notice and requests that, in addition to the SOC 2 Reports described in clauses (i) and (ii) above, Service Provider conduct SIPA-specific SOC 2 Report reporting on Controls at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy Service Provider shall, at SIPA's expense, cause such SIPA-specific SOC 2 Report to be performed by a nationally recognized public accounting firm qualified to perform such Report; provided, however, that Service Provider timely notifies SIPA of such expense, obtains SIPA's prior written approval and uses commercially reasonable efforts to minimize such expense. A copy of the final report of each such SIPA-specific SOC 2 Report shall be delivered to SIPA by Service Provider ten (10) days from the date Service Provider receives the final audit report from the external firm. If Service Provider undertakes additional or different SOC 2 Reports (other than customer-specific audits requested and paid for by other Service Provider customers), Service Provider shall accord SIPA the rights described in clause (i) above with respect to such reports. To the extent SIPA provides reasonable notice and requests that, in addition to the SOC 2 Reports described in clauses (i) and (ii) above, SIPA may, in coordination with the SIPA Auditors, conduct SIPA-specific SOC 2 Report on the services facility at or from which the Services are provided. In addition to a SOC 2, SIPA may require Service Provider to conduct, at SIPA’s expense, a SIPA-specific Agreed Upon Procedure Audit (“AUP”) (issued in accordance with AICPA’s Statements on Standards for Attestation Engagements SSAE 18 AT-C Section 215 or an equivalent standard), related to the collection, use, retention, and disposal of any personal identifiable information and any procedures related to the notice of an entity in the event of an unauthorized disclosure, as required by applicable law.
During the period when SOC 2 Reports are performed, Service Provider shall provide SIPA with periodic updates on the status of such reports and any issues that are specific to SIPA or that are reasonably anticipated to impact in any material respect the control environment under this Agreement. Upon completion of any such SOC 2 Report that identifies any significant deficiency or material weakness, Service Provider shall prepare and implement a Corrective Action Plan to correct any such deficiency or resolve any problem identified from such SOC 2 Report specific to SIPA or that impact in any material respect the control environment under this Agreement. A copy of the Corrective Action Plan shall be provided to SIPA within thirty (30) days following the discovery of such deficiency or problem. If the SOC 2 Report shows a control issue that is specific to SIPA or that impacts in any material respect the control environment under this Agreement (a "Control Deficiency") that has not theretofore been corrected or properly mitigated and such failure to mitigate the Control Deficiency leads to a qualified opinion being issued by Service Provider's auditor, then Service Provider's failure to promptly remedy the Control Deficiency will be deemed a material breach of this Agreement triggering a termination rights for SIPA.
If Service Provider is unable to timely deliver to SIPA any report described in this Section 5.6 SOC 2 Reports that does not identify any significant deficiency or material weakness, Service Provider shall (A) provide a certificate from an officer of Service Provider to SIPA certifying, on the date such report is delivered, or is otherwise due to be delivered, the circumstances giving rise to any delay in delivering such report, (B) promptly take such actions as deemed necessary by SIPA to resolve such circumstances and deliver such report as promptly as practicable thereafter, and (C) permit SIPA and the SIPA Auditors (or their agents), at Service Providers' expense, to perform such procedures and testing of the operating effectiveness of Service Provider's policies, procedures, controls, and systems for the period otherwise covered by such report.
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Obligation to Evolve. Service Provider shall identify and propose the implementation of services, products, and offerings that are likely to: (A) improve the efficiency, effectiveness, and accessibility of the Services (including cost savings); (B) improve the efficiency and effectiveness of the processes, services, and related functions performed by or for SIPA; (C) result in cost savings or revenue increases to SIPA in areas of their operations outside the Services; and (D) enhance the ability of SIPA to conduct their operations and serve their constituencies and customers faster and/or more efficiently than the then-current strategies.  Service Provider will cause the Services, Software, and other assets used to deliver the Services, as approved by SIPA, to evolve and to be modified, enhanced, supplemented, and replaced as necessary for the Services, Software, and other assets used to deliver the Services to keep current with industry best practices and a level of technology that is: (1) compliant with all Laws applicable to the provision and receipt of the Services; (2) used by Service Provider and other top-tier IT providers in providing services similar to the Services to other customers; and (3) in general use within the IT industry. Any changes to the Services, Software, and other assets used to deliver the Services implemented in accordance with this Section 5.7 Technology Evolution, will be deemed to be included within the scope of the Services to the same extent and in the same manner as if expressly described in this Agreement, at no additional charge to SIPA.
Flexibility.  The technologies and process strategies Service Provider employs to provide the Services shall meet industry standards and shall be flexible enough to allow integration with new technologies or processes or significant changes in SIPA’s objectives and strategies.  For example, Equipment must have sufficient scalability and be sufficiently modular to allow integration of new technologies without the need to replace whole, or significant parts of, systems or processes (e.g., made to be a one-to-many model) to enable SIPA’s operations to become more scalable and flexible.
Obligation to Identify Best Practices. Throughout the Term, Service Provider shall (A) identify and apply best practice techniques, methods, and technologies in the performance of the Services; (B) train Service Provider Personnel in the use of new techniques, methods, and technologies that are in general use within Service Provider’s organization and the IT and business consulting industries; and (C) make necessary investments to keep and maintain the Software and other assets used to deliver the Services at the level of currency defined in this Section 5.7 Technology Evolution.
Service Provider Briefings. Service Provider will meet with SIPA at least once during every 180-day period throughout the Term to inform SIPA of: (A) any investments, modifications, enhancements, and improvements that Service Provider is required or proposes to make to the Services, Software, and other assets used to deliver the Services pursuant to this Section 5.7 Technology Evolution; (B) new information processing technology or business processes Service Provider is developing; (C) any pending or actual changes in Law that could reasonably be expected to affect the provision or receipt of the Services; and (D) technology or process trends and directions of which Service Provider is otherwise aware that could reasonably be expected to have an impact on SIPA’s IT operations or business.
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