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Upon the occurrence of a disaster, the Service Provider will promptly provide Disaster Recovery (DR) Services, in accordance with the applicable Disaster Recovery Plans (DRPs), including as described in, and in accordance with, the requirements of this Exhibit 2.3 (IT Service Continuity Management). In addition, this Exhibit 2.3 (IT Service Continuity Management) sets forth certain requirements that the Service Provider will comply with in developing, maintaining, and implementing DRPs.
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At Commencement, for legacy services transitioned to Service Provider, Service Provider will take over the current Disaster Recovery plan and testing as is and support that architecture, plan, and testing until the Disaster Recovery Plans as defined in Exhibit 3.1 (Service Levels, Deliverables, and Reports) are updated, and, Disaster Recovery Strategy as defined in Exhibit 3.1 (Service Levels, Deliverables, and Reports), is implemented.
The Service Provider, at a minimum, will:
Leveraging the existing Disaster Recovery capabilities, work with Statewide Internet Portal Authority (SIPA) and Customers to establish declaration procedures and document those procedures in the Service Management Manual (SMM). SIPA and Customers will have the authority to declare a disaster.
As required in the Disaster Recover Plans One-Time Deliverable in Exhibit 3.1 (Service Levels, Deliverables, and Reports), for all Equipment, Network, Software, and Applications, by Commencement, the Service Provider will create or update all Disaster Recovery Plans to reflect Service Provider changes where appropriate to maintain a viable Disaster Recovery Plan for Service Provider Services upon Commencement.
Support testing of all Third-Party Disaster Recovery contracts in existence and continue to support such contracts until such time that a successful test has been achieved for alternative Disaster Recovery Strategies.
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The Service Provider, at a minimum, will:
Develop the Disaster Recovery Strategy critical deliverable in Exhibit 3.1 (Service Levels, Deliverables, and Reports), design new disaster recovery architectures, DRPs, TRGs, and update the SMM as required to migrate all Applications to the SIPA approved Disaster Recovery model using the SIPA-approved disaster recovery levels.
In accordance with the Disaster Recovery Strategy critical deliverable in Exhibit 3.1 (Service Levels, Deliverables, and Reports), implement new disaster recovery architectures, technology, and Application modifications as required to migrate all Applications to the SIPA-approved Disaster Recovery Strategy using the SIPA-approved disaster recovery levels.
Propose declaration procedures to SIPA and document SIPA-approved procedures in the Service Management Manual (SMM).
Use the Disaster Recovery Plan (DRP) and Technology Recovery Guide (TRG) templates as defined in the SMM.
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The Service Provider, at a minimum, will:
As applicable, leverage and maintain DRPs where they currently exist in support of Services and in relation to any Customer-specific DRPs, in each case subject to SIPA’s and the Customer’s prior review and approval.
Create, define, and maintain DRPs where they do not exist in support of SIPA Shared Services provided to Customers and in relation to any Customer-specific DRPs, in each case subject to SIPA’s and the Customer’s prior review and approval.
Ensure DRPs include the Customer-specific plan and the associated TRGs for each of the Customer’s Applications.
For all Applications, within sixty (60) days after the Commencement Date, update all existing Services DRPs to reflect all changes implemented during the performance of Transition Services.
Update DRPs annually to reflect all changes implemented over the course of Service Provider’s performance of the Services. TRGs will be updated whenever a change is made to the environment or Application.
Adjust the applicable DRPs and TRGs as SIPA or Customer needs and use of the Services change.
Ensure all DRPs that are developed by Service Provider comply with all SIPA Standards, including the National Institute of Standards and Technology Special Publication 800-34 and will be tested in accordance with applicable Laws and this Exhibit 2.3 (IT Service Continuity Management).
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The Service Provider, at a minimum, will:
Assume the DR test schedules in existence at the Commencement Date, and work with SIPA and Customers to ensure that the annual test schedules continue without disruption until modified as required to achieve target DR Levels.
In cooperation with SIPA and Customers, establish and schedule reasonable windows to accomplish all DR testing for Services as documented in the Service Provider’s annual DR test plan and schedule, in accordance with the Disaster Recovery Test Plan and Schedule critical deliverable in Exhibit 3.1 (Service Levels, Deliverables, and Reports) and reports described in Exhibit 3.3-A (Reports).
Assist SIPA and the appropriate governance committee in prioritizing the test schedule of Customer Applications. 
Develop the planning and preparation for annual test activities, including setting the objectives of the test. Each such test will address the specific needs of each Application or Service. The Service Provider’s test execution must demonstrate, at a minimum, the Service Provider’s ability to meet or exceed the designated RTOs for those Applications in the event of a disaster.
Conduct all testing activities in a manner designed to minimize impacts to active production, test, and development environments. If an active environment is required to execute the test, the Service Provider will, prior to the test, communicate the use of the environment to and obtain approval from SIPA or the Customer.
Notify SIPA and Customers of any anticipated DR risks, in accordance with the IT Service Continuity Management processes in the SMM, where SIPA or a Customer may choose not to participate in testing.
Evaluate the results of the test and identify potential corrective actions.
Provide initial test results to SIPA and the Customer, as applicable, and incorporate their feedback into the final test results report.
Facilitate test result review sessions with the SIPA or Customer to gain consensus on the success level of the test (e.g., successful, successful with issues, unsuccessful, etc.) and to identify corrective actions.
Resolve corrective actions and report status to SIPA and Customers as defined in the SMM.
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Each Service Provider Service must have a DR Plan with a designated Recovery Time Objective (RTO) and Recovery Point Objective (RPO). Service Provider, SIPA and Customers will agree on the RTO and RPO targets for each Application, system, and process. 
The Service Provider, at a minimum, will:
Establish RTO and RPO targets and maintain them in the Service Providers Configuration Management Database (CMDB).
Perform DR Services to meet or exceed the applicable RTO for each Service, as indicated in the relevant SIPA or Customer DRP and tracked in the CMDB.
SIPA or Customers may change an Application’s DR Level, using the appropriate process as defined in the SMM. Service Provider will perform a technical assessment of the Application’s capability to meet the minimum requirements of the requested RTO, identifying and executing any changes needed to meet the minimum requirements.
Service Provider is to design and maintain the Application and supporting environment to adhere to the RTO and RPO targets per Service, and execute DR tests according to the DR Exercise Description in the following DR RTO, RPO, and DR Exercise Table: 
Table 1: DR RTO, RPO, and DR Exercise Table
	DR
Level
	RTO
	RPO
	DR Exercise Description

	Class 1
	1 hour
	1 hour
	Annual exercise of DR capability with the Service Provider, Customers, and appropriate Third Parties

	Class 2
	24 hours
	1 hour
	Annual exercise of DR capability with the Service Provider, Customers, and appropriate Third Parties

	Class 3
	72 hours
	6 hours
	Annual exercise of DR capability with the Service Provider, Customers, and appropriate Third Parties


On an ongoing basis, as required in Exhibit 3.3-A (Reports) within Report Category Disaster Recovery, Service Provider will report to SIPA and Customer the Application RTO, RPO, DR Test Schedule, and DR Test Results. 
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Related considerations for Service Provider’s support of DR.
Business continuity planning for Customer business will remain a function retained by Customers; the Service Provider will support the Customer’s business continuity planning through appropriate IT Service continuity planning as described in this Exhibit 2.3 (IT Service Continuity Management).
DR and business continuity planning in respect of any sites, applications, or systems that are managed, controlled, or owned by the Service Provider will be the responsibility of the Service Provider. This includes all tools, facilities, and technologies the Service Provider respectively uses to deliver the Services.
DR planning in respect of out-of-scope equipment will remain the responsibility of the Customers.
[bookmark: _Toc482439143][bookmark: _Toc482439351][bookmark: _Toc482439144][bookmark: _Toc482439352][bookmark: _Toc482439145][bookmark: _Toc482439353][bookmark: _Toc482439146][bookmark: _Toc482439354][bookmark: _Toc482439147][bookmark: _Toc482439355][bookmark: _Toc482439148][bookmark: _Toc482439356][bookmark: _Toc482439149][bookmark: _Toc482439357][bookmark: _Toc482439150][bookmark: _Toc482439358][bookmark: _Toc482439151][bookmark: _Toc482439359][bookmark: _bookmark16][bookmark: _Toc476754277][bookmark: _Toc488137616][bookmark: _Toc39042788][bookmark: _Toc68795886][bookmark: _Toc68848934][bookmark: _Toc97197051]DISASTER RECOVERY PLAN (DRP) AND TECHNICAL RECOVERY GUIDE (TRG) CONTENTS
SIPA expects the DRP and TRGs to provide a sufficient level of detail for the Service Provider to successfully recover Services within the RTO.
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DRPs will be developed and maintained by Service Provider for all Services.
At a minimum, Service Provider will: 
All DRPs will adhere to the DRP format and contents as proposed by the Service Provider and agreed by SIPA and defined in the SMM by the Service Provider.
At a minimum, DRPs will address the following topics unless otherwise directed by SIPA: Background, Scope, Declaration Criteria, Call-Out Procedure, Contingency Model Resource Plan, Key Documents and Procedures, Notification and Reporting, Technical Recovery Guide Activities for various system types.
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TRGs will be developed and maintained by Service Provider for all Services with servers, equipment, or devices located at a SIPA or Customer location.
At a minimum, Service Provider will:
TRGs will include all technical recovery documentation for all servers, equipment, and device configurations. 
All TRGs will be developed and maintained by Service Provider and will adhere to the TRG format and content as proposed by the Service Provider and agreed by SIPA and defined in the SMM by the Service Provider.
Server and application environment dependencies will be identified, documented, and maintained ensuring technical recovery steps are known and can be sequenced appropriately to ensure Service Provider Services can be restored including:
a. OS dependencies required to support applications and databases;
b. Directories, File system, and other mount points required such as Network File Service (NFS);
c. Inter-server environment relationships and dependencies;
d. Security dependencies;
e. Interface dependencies;
f. Application and/or database specific dependencies; and
g. Operations dependencies associated to the server/application such as required job task procedures (processes and services which will be enabled).
TRGs will be maintained, reviewed, and approved. This will include processes of quality control performed by the Service Provider and review and concurrence with the Customer.
The process of maintaining currency of the TRGs will be fully documented and repeatable.
TRGs will capture operational elements of the environments including:
a. System operational requirements which need to be re-enabled as required to support the business purpose of the environment;
b. Post boot instructions required;
c. Integration instructions required for cross teams support in restoring the overall business purpose of the environment.
[bookmark: _bookmark19]Service Provider will utilize technical recovery approaches based on sequenced recovery events and restoration of associated dependencies for each environment. This sequenced order of recovery events will be documented for every environment and be relevant to end-to-end recovery requirements.
Focus of technical recovery will be on restoration of business service, ensuring all related recovery dependencies are addressed.
Backup and recovery technical requirements and related processes in the context of recovering specific environments will be fully described as part of the technical recovery procedures as required to enable end-to-end technical recovery of the business purpose for each environment. This includes specifics associated to each environment including the distinction of:
a. Hardware/OS recovery
b. Application software and related OS configuration recovery
c. Non-database data recovery
d. Database recovery
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