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[bookmark: _Toc97196670][bookmark: _Toc71687794]INTRODUCTION
[bookmark: _Toc508608140][bookmark: _Toc488137499][bookmark: _Toc97196671]General
As of the Commencement Date, Service Provider will be responsible for providing Portal Services as described in this Exhibit 2.1.3 (Portal Services Statement of Work) and Payment Services as described in Exhibit 2.1.2 (Payment Services Statement of Work) to deliver integrated end-to-end Digital Government Services (DGS) to Customers.  
The Service Provider will provide Portal Services for the Application Software described in Exhibit 4.1 (Pricing Structure), as it may be amended from time to time or supplemented through Change Control. Additionally, the Service Provider is responsible for replicating all existing applications and capabilities not currently owned by SIPA.
Service Provider will be responsible for providing Portal Services for the Colorado.gov Applications existing as of the Commencement Date (as described in the preceding paragraph) and those Applications developed and transitioned into the production environment. Both Parties agree that the Applications in the portfolio will change over time, including Changes to existing Applications, the retirement of existing Applications, and development and implementation of new Applications.  
Service Provider may be required to provide an on-site presence at Colorado Statewide Internet Portal Authority (SIPA) or Customer locations to support application development or maintenance as designated in the Request for Solution.  
[bookmark: _Toc470633481][bookmark: _Toc508608141][bookmark: _Toc488137500][bookmark: _Toc97196672]Overview
The Service Provider will deliver the Services in the best interests of SIPA and Customers.  Service Provider will be responsive to the current and future requirements of SIPA and Customers by proactively anticipating needs and adjusting Services accordingly. Requirements for New Services will be handled in accordance with Exhibit 4.0 (Business Model) and the Service Provider will work with SIPA to assess the impact of these requirements on Customers’ operating environments and supported applications in accordance with the terms of the Agreement.
This Exhibit 2.1.3 (Portal Services Statement of Work) sets forth the Services that the Service Provider will provide as of the Commencement Date unless otherwise specified.
[bookmark: _Hlk39137836]The Service Provider will provide Charges inclusive of all activities required to provide the Services set forth in this Exhibit 2.1.3 (Portal Services Statement of Work) and Exhibit 2.1.6 (Portal Services Solution), including project-related support activities.  The Service Provider confirms that unless otherwise specifically stated, it will provide a solution that supports all the requirements described in this Exhibit 2.1.3 (Portal Services Statement of Work) and its Exhibits and that all Services, unless otherwise specifically stated, are included within the Charges described in Exhibit 4.0 (Business Model).  Accordingly, the Service Provider also confirms that Customers will not incur any other charges in relation to the services described in this Exhibit 2.1.3 (Portal Services Statement of Work).
This scope of work defines requirements the Service Provider must meet to achieve the objectives of this procurement.
[bookmark: _Toc38876626][bookmark: _Toc97196673]Operating Model
[bookmark: _Hlk67544116]SIPA has defined a Digital Government Services (DGS) operating model aimed at achieving the overall program objectives. This model provides context for the DGS solution and outlines general responsibility boundaries between SIPA DGS Sourcing Management, DGS towers, and the DGS Customers, also referred to as Eligible Governmental Entities (EGEs). 
[image: ]
Digital Government Services Operating Model

[bookmark: _Hlk67544215]SIPA Shared Services Governance and Sourcing Management
As the overall service owner, SIPA operates a sourcing management and governance organization that performs customer relationship leadership, service and sourcing strategy, service portfolio management, and contract and financial management roles. The DGS Sourcing Management function works closely with the Service Provider to ensure the Colorado Digital Government Services are meeting the state’s desired outcomes. 
Digital Government Services 
The Digital Government Services (DGS) program includes two specialized service towers, Portal Services and Payment Services, each defined by a respective statement of work provided by a single Service Provider.








Portal Services Tower
As specified in this Exhibit 2.1.3 (Portal Services Statement of Work) and in accordance with Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and per the SMM, the Portal Services tower includes web application development and support, Customer and Resident support, Customer and Resident services growth and outreach, support for all required Infrastructure, cross-functional, and IT security capabilities, and Payment Card Industry Data Security Standards (PCI-DSS) security management. 
[image: ]Payment Services Tower

Colorado Digital Government Services Payment Services Key Interfaces
As specified in Exhibit 2.1.2 (Payment Services Statement of Work) and in accordance with Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and per the SMM, the Payment Services tower includes front-end payment services consisting of web interfaces, hosted payment page, point of sale (POS) processing, over-the-counter (OTC) payment capabilities, and payment gateway operations.  Both Portal and Payment Services towers will provide financial and operational transparency to DGS Sourcing Management and Customers.  Service Provider will be responsible for ensuring PCI-DSS compliance for all non-state entity Customers and will provide PCI-DSS support for state entity Customers.
[bookmark: _Toc69202410][bookmark: _Toc69202411][bookmark: _Toc97196674]APPLICATION DEVELOPMENT REQUIREMENTS
[bookmark: _Toc97196675][bookmark: _Toc443558395]Application Project Management
[bookmark: _Toc97196676]Application Project Management
Without limiting the requirements of Exhibit 4.0 (Business Model), Service Provider shall:
Upon receipt of a request for new Development or Major Enhancement services, in accordance with Exhibit 4.0 (Business Model), prepare a proposal, according to the Service Management Manual (SMM), which will include the following:
A Project plan describing the approach and Project timeline in compliance with the agreed standards and methodologies;
Cost and resource estimates for each phase of the Development or Major Enhancement (i.e., requirements, design, programming, testing, and implementation); and,
Cost estimates for the ongoing maintenance and operations costs to support the Application(s) post-implementation.
Utilize consistent methodologies and tools throughout the Service Provider’s organization(s) to plan, monitor, and control Projects throughout the Development lifecycle in compliance with the processes defined in the SMM. 
Utilize Project management principles that meet both the following requirements and processes documented in the SMM:
Use Service Provider provided Project and Program Management System;
Recommend, maintain, and update a list of the Service Provider’s work activities and Projects;
Develop, maintain, and update Project schedules;
Monitor, track, and report actual results versus forecasted results;
Perform variance analysis;
Monitor and report progress, and institute documented corrective action against the plan;
Hold status update meetings according to the Project plan and document the proceedings;
Establish a critical employee list for each Project;
Provide necessary resources for Application Software support and Projects; and,
Assess and document technology risks.
Perform Application status reporting on a regular basis as defined in the SMM.
[bookmark: _Toc478732726][bookmark: _Toc478732750][bookmark: _Toc478732793][bookmark: _Toc478732939][bookmark: _Toc478733019][bookmark: _Toc478733056][bookmark: _Toc478733358][bookmark: _Toc97196677]Project Change Procedures
Without limiting the requirements of Exhibit 4.0 (Business Model), Service Provider shall:
Submit Project Change Requests (PCRs), as per the documented SMM, to SIPA or Customer. 
Receive, monitor, and report PCRs from SIPA or Customers.
Follow established PCR procedures, policies, and processes as documented in the SMM. 
Maintain a change log for all Project Change requests, to include the current status of change requests using the agreed-upon Change procedures and standard tools.
Estimate time and costs for Project Changes and submit to SIPA, and/or Customer where appropriate, for approval as required in the SMM.
Identify and communicate proposed Project Changes to SIPA and Customer through Project change procedures as agreed and documented in the SMM.
Perform Project Changes after receiving approval.
SIPA may pre-approve routine, minor, standard, normal or emergency Changes to SIPA’s environments as documented through the Change Management process and relevant Project Change procedures.
Conduct reviews of Project Changes with SIPA and Customer after implementing the changes.
[bookmark: _Toc97196678]Application Documentation
The Service Provider shall:
Document all Applications developed or modified by Service Provider in a manner consistent with Section 12 Materials of the Agreement.  Such documentation will become the property of SIPA and will be provided to SIPA upon request and stored in a SIPA-approved location as defined in the SMM.
Develop and maintain all documentation on Application Systems and services, including all Customer and Authorized User-related documentation.
Document legacy and newly developed application code and processes sufficient for Service Provider to perform the Portal Services.
Where it is determined that documentation is inaccurate (e.g., due to errors or obsolescence) and such inaccuracy may affect the Services, Service Provider will correct such documentation.
All documentation maintained by Service Provider will be subject to acceptance and approval by SIPA, and Customers (where applicable) and will conform to SIPA’s documentation standards.
Provide support, advice, and assistance to Authorized Users consistent with current documentation.
Create and update online user documentation.
Update user reference manuals and publish them regularly.
Identify and document runtime improvements.
Create and update programming documentation and reference manuals.
[bookmark: _Toc97196679]Application Release Control
The Service Provider shall:
Perform all functions required to maintain the current Applications environment.
Unless otherwise approved by SIPA, maintain all Third-Party Application products in accordance with the Agreement and SIPA technical architecture standards. 
Perform all Application modifications, testing, and acceptance testing needed to maintain the degree of currency.
Assume full responsibility for Release packaging and project commitments for the Applications as agreed to in the Release procedures.
Follow, or with SIPA approval, improve Service delivery, Change Management, and Release and Deployment Management processes in accordance with the existing SIPA planning and Request fulfillment, Change Management, and Release and Deployment Management processes outlined in Exhibit 2.1.1 (Cross Functional Services Statement of Work).
Support and adhere to SIPA’s process for priority setting, planning, and scheduling of Releases.
Monitor the Release schedule and report all schedule exceptions to SIPA as required by the Change Management and Release and Deployment Management processes outlined in Exhibit 2.1.1 (Cross Functional Services Statement of Work).
Provide the necessary interfaces during the development, testing and implementation phases.
Distribute to Release and Deployment Management Releases that are approved through SIPA’s Change Management process. Implement Releases as required by SIPA’s Release and Deployment Management process outlined in Exhibit 2.1.1 (Cross Functional Services Statement of Work).
Maintain source code and version control in the Service Provider-provided definitive media library (DML).
Perform malware scanning and eradication on new and modified Software and document the results of such scan and eradication.
Coordinate the planning and scheduling of all Upgrades with SIPA.
Promptly report to SIPA any audit compliance issues or e-discovery issues when such issues become known to Service Provider.
Support the Release and Deployment Management Process, including:
Assign a single point of contact (SPOC) for each Release being requested;
Complete the proper testing for all Releases into the managed environments;
Assign individuals to participate in the Release and Deployment Management Process, and represent the DGS program;
Participate in the functions and work activities associated with Release and Deployment Management, including:
Create Release plans and perform tracking and oversight functions to support the plan documenting all aspects;
Coordinate the design, build, and configuration of the Release;
Coordinate Release acceptance activities with SIPA;
Develop and implement rollout plan for the Release;
Develop and coordinate Release communications, preparation, and training activities;
Coordinate distribution and installation of Releases; and
Provide updates to SIPA management regarding Release status.
On an ongoing basis, Service Provider will verify that only Authorized Users are granted access to the DGS Production Environment in accordance with the information security policy and the Agreement.
[bookmark: _Toc97196680]Application Methodologies, Standards, and Architecture
SIPA and Customers maintain and use multiple development methodologies, including Agile.  Service Provider, SIPA, and Customers will discuss and support the appropriate methodology to be utilized with respect to each Application. SIPA retains the right to mandate the methodology to be utilized. 
Service Provider may submit an alternative methodology or methodology improvements for SIPA’s review and consideration.
[bookmark: _Toc97196681]Application Methodologies, Processes, and Tools
The Service Provider shall:
Document and refine Application development methodologies for SIPA’s review and approval.
Create methods, processes, and procedures for SIPA’s review and approval and maintain them in the SMM.
Coordinate implementation of methods, processes, and procedures as required in the SMM.
Use source control tools to store and manage software builds and releases throughout the software development and maintenance lifecycle.
[bookmark: _Toc97196682]Application Standards
The Service Provider shall:
Conform to SIPA’s user interface, machine interface, and programming standards (e.g., GUI, EDI) for all Development, enhancement, and maintenance activities.  Based on its prior experience, Service Provider may propose improvements to Application standards, and, if approved by SIPA, then Service Provider will revise Application standards accordingly. 
Deploy all new Applications in the Service Provider compute environment as agreed by SIPA.
Adhere to SIPA’s security requirements as specified in Exhibit 2.1.1 (Cross-Functional Services Statement of Work), the Agreement, and adhere to other requirements as may be required to deliver the Services.
Comply with SIPA information security policies for Third-Party Vendor Application interfaces.
Ensure compliance with and communicate Application standards to all associated technical resources.
[bookmark: _Toc69202421][bookmark: _Toc97196683]Application Architecture
The Service Provider shall:
Comply and collaborate with SIPA to develop DGS enterprise architecture standards and guidelines.
Develop and maintain, with SIPA’s direction and approval, Applications architecture.  Such architecture will be in accordance with the Technology Plan as described in Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
Architect and design Applications to adhere to SIPA cybersecurity policies and best practices (e.g., decoupling functions, validation of inputs including user-controlled files, adherence to interface restrictions between systems, separation of data, adherence to user access policies and privileges).
As requested, assist SIPA in the development, distribution, communication, and verification of compliance with SIPA’s architecture and design principles.
Apply agreed-on Application architecture design to Portal Services.
[bookmark: _Toc97196684]Application Planning, Design, and Build
[bookmark: _Toc97196685]Application Planning
The Service Provider shall:
Analyze the objectives for both the overall Applications portfolio and individual Applications, assess the current and planned technical environment, and recommend strategy and/or changes.
Identify and/or refine Application requirements by engaging and working with the SIPA business analysts and Application stakeholders.
Develop and/or refine functional specifications for a proposed Application and/or functionality Changes to an existing Application, with prior approval from SIPA and Customer, where applicable.
Perform initial technical analysis activities for Application Development.
Define and/or refine high-level data requirements for an Application under Development, adhering to State data standards and methodologies as documented at https://oit.colorado.gov/standards-policies-guides/technical-standards-policies.
Develop and/or refine initial integration requirements for Application Software, including legacy environments.
Ensure the necessary Infrastructure will be in place to support the Application Software requirements.  
Document initial functional and technical Application requirements in the then SIPA-acceptable format, which will evolve over time.
Perform and document a project risk analysis for the build and run phases for SIPA review and acceptance as required in the SMM.
Develop initial training requirements for the Application being developed for Service Provider Personnel providing the Portal Services and for Authorized Users.
Select and implement the Portal environment and tools based on generally accepted best practices and SIPA policies, standards, and methodologies.
Conduct planning, analysis, and progress reviews with appropriate SIPA and Customer personnel.
Provide all Service Provider-related information for Application Development projects so that SIPA can determine Application return on investment (ROI) and cost/benefit justification.
[bookmark: _Toc97196686]Application Design and Build
The Service Provider shall:
To the extent possible, reduce the number of interfaces; increase the number of reusable objects; enable Application portability and scalability; and recommend Service Provider and commercially available Third-Party products requiring little or no customization.
Adhere to State Software Development methodologies and programming standards as documented at https://oit.colorado.gov/standards-policies-guides/technical-standards-policies..
Resolve conflicting resource priorities.
Monitor Development resource priorities.
Review Third-Party Application Upgrades for impacts to the Applications and obtain SIPA and Customer approval of any impact prior to performing any such Upgrade. 
Monitor, track, and, at specified intervals, report status.
Acquire documented approval of Deliverables based on previously agreed to acceptance criteria.
Develop and document work and resource plans.
Compile issues lists with appropriate action plans for review and approval. Reviews and approvals of these will be performed at specified intervals.
Create Application designs in compliance with generally accepted best practices and SIPA’s policies, standards, and methodologies.
Propose design alternatives including benefit analysis.
Provide make, build, and reuse analyses.
Create Application technical designs in compliance with SIPA’s standards and methodology.
Develop and/or refine technical specifications for a proposed Application and/or functionality Changes to an existing Application, with prior approval from SIPA and/or Customer.
Develop, document, and demonstrate System prototypes for SIPA and/or Customer approval. 
Construct Software (including user interfaces, conversion, and data interface Software) and databases in compliance with SIPA’s standards and methodology.
Develop Software and configure supporting Infrastructure to adhere to Service Provider and State Information Security Policies, Standards, and Guidance. 
Perform Applications Development Change Management in compliance with SIPA standards and methodology.
Subject to the provisions of Section 12 Materials of the Agreement initiate and execute Third-Party Contracts for Third-Party Application components using terms and conditions agreeable to SIPA.
Revise initial Application project plans, Quality Assurance plans, test plans, implementation plans, and operations and support plans, as needed.
Develop and gain approval for Application acceptance test cases as defined in the SMM.
Test all Service Provider developed, or modified Applications based on agreed to acceptance criteria. 
Perform compilation and testing to adhere to cybersecurity policies (e.g., resolve all compiler alerts and warnings, execution of automated vulnerability scans, and remediation of findings)
Coordinate implementation and Application acceptance as defined in the SMM.
Perform Quality Assurance reviews on Applications developed, implemented, or maintained by Service Provider.
Perform and document participants in peer reviews and code walkthroughs for all Service Provider developed and/or modified modules and programs.
Perform peer reviews and code walkthroughs at the specified intervals per the SIPA programming standards and development methodologies.
Develop and conduct required Authorized User training.
As required in the SMM, notify, and solicit confirmation from SIPA and other Service Providers of any potential impact due to Changes in the Application portfolio and review the results for approval and prioritization.  
Prepare monthly reports detailing Application design and build work efforts with sufficient detail to identify the hours and activities directly performed for SIPA.
[bookmark: _Toc97196687]Application Integration and Interfaces
[bookmark: _Toc97196688]Application Integration
The Service Provider shall:
Support the integration of existing and new Applications with Service Provider, Customer, or other Third-Party-provided Applications.
Evaluate compatibility, benefits, and risks, and advise SIPA of the results.
Execute processes and procedures for System integration testing as agreed to by SIPA and Customer.
Integrate new or modified Applications in testing procedures.
Resolve compatibility issues.
Track compatibility issues resolution.
Make and track local modifications to tables and reference data for integration into the local environment.
Customize Software as required to conform to Customer requirements as needed. 
Make Software compatible with current end-user computing (EUC) Applications.
Provide expertise, training, benefits/risks, and advisory services to SIPA and/or Customer on new Applications technologies.
[bookmark: _Toc97196689]Data Interface Documentation
The Service Provider shall:
Document all interfaces to new and existing Systems, including: 
Third-Party Software packages;
Authorized User computing Systems;
Temporary or transitional interfaces between Systems; and
Data conversions as necessary to provide homogeneous Systems.
Provide and document interfaces to Third-Party Software.
Provide and document interfaces to developed Software.
Provide temporary or transitional interfaces between Systems.
Provide data conversions as necessary.
Develop and publish technology and data standards in compliance with SIPA’s standards and methodology.
Define and document any changes to the SIPA enterprise data model for SIPA’s approval.
[bookmark: _Toc97196690]Reusable Application Platform
To improve speed, quality, and cost to deploy and operate Colorado.gov web application services to Customers, Service Provider shall provide a repeatable templatized application platform(s) for Services when possible.  These reusable application platforms shall be used, at minimum, for Websites and Standard Applications. 
[bookmark: _Toc97196691]Colorado.gov Application Platforms
The Service Provider shall:
Provide repeatable Colorado.gov Application platforms for Services when possible.
Services are not permitted to connect to the Service Providers native mobile application(s) without express SIPA authorization.
The design for both internal and public facing Colorado.gov Applications shall comply with local, state and federal laws and standards including:
Ensure that the compliance with Federal and State laws for Accessibility including Section 508 compliance (with §1194.22 Web-based Intranet and Internet Information and Applications), Web Content Accessibility Guidelines (WCAG) 2.1 Levels A and AA and provide validation documentation of compliance with the Colorado Guide to Accessible Web Services found at https://oit.colorado.gov/accessibility.
 
Accessibility standards established by the Chief Information Officer pursuant to C.R.S. 24-85-103 (2.5).
Colorado Information Security Policies.
W3C Web development processes.
All web-based pages using HTML, XHTML, and/or CSS are validated using the appropriate W3C validation service (http://www.w3c.org/); and
Incorporate Service Provider provided widgets and forms into the Colorado.gov Application pages to allow Residents to view contact information and gain access to Resident Service Desk voice, email, and chat support. 
Have search functionality that enables primary page search results first before results for other hosted content and EGE sites.
Maintain platform security through regular maintenance and feature updates.
Provide user training for all Customer users, which includes 1:1 training, training materials, and videos. 
Hosting services necessary to support fully operational Colorado.gov Applications and other functions. 
In addition to the requirements in Exhibit 2.1.1 (Cross-Functional Services Statement of Work), these services shall include: anomaly response, capacity planning, capacity management and scaling, performance tuning, backup operations, restore operations, system upgrade management, software release management.
Provide digital certificate management for all Colorado.gov Applications ensuring that all sites have active SSL certificates deployed.
Enable Colorado.gov Application pages to be device agnostic, web accessible, and designed to optimize device view and useability. 
For state agency Websites and Standard Applications, enable design to support branding for state agencies to adhere to any standards issued by the Department of Personnel and Administration (DPA).
For non-state agency Websites and Standard Applications, enable application design to support multiple levels of branding including county, local governments, and higher education. 
Websites and Standard Applications should be useable on hardware and browsers according to market share and most current version.
Enable site search and navigation functions to allow users to find information quickly, complete transactions easily, be configurable for customer-specific needs, and a user feedback mechanism to solicit input on improvement.
Provide federated search capabilities whereby end user search results include related local, regional, and worldwide content.
Ensure all Colorado.gov Applications are mobile responsive. The functionality, speed and aesthetic appeal of the Website must be equal for all users, regardless of the device used for access. 
The solution shall have the capability to institute web analytics across all Colorado.gov Applications and deliver the gathered data in a dashboard with business intelligence functionality to provide to SIPA and Customers as required for operational reporting and back-end analytics.
Collaborate with SIPA to build, design, maintain and support custom services or functionalities as requested. 
Write plain language content and error messages as appropriate to ensure a successful user experience. 
Utilize site inventory tools to determine what features are in use (e.g., forms) across the Website or Standard Application and if the features are working properly. 


[bookmark: _Toc97196692]Websites 
The Service Provider shall:
During Transition, migrate legacy Websites to the Service Providers Website platform.
Deploy and support Websites in accordance with the provisions of Exhibit 4.0 (Business Model) regarding the addition of new Websites. 
Utilize a Content Management System (CMS) to:
Maintain the Websites to publish and update content directly to the web
Allow end users to focus on content editing rather than development
Provide flexible interface for editing sites
Provide a resource library of commonly used templates and information resources
Make available a robust feature set to support interaction with residents via the platform
Allow content editors and managers to be able to conduct self-serve development and deployment capabilities including real-time publishing.
Allow Website design to provide for consistent features and functionality throughout all internal and external sites.
Provide capabilities to post approved content to social media feeds (e.g., Website link to a page or picture(s) to approved social media site(s)). 

[bookmark: _Toc96002613][bookmark: _Toc96002614][bookmark: _Toc97196693]Standard Application
The Service Provider shall:
During Transition, migrate legacy Standard Applications to the Service Providers Standard Application platform.
Deploy and support Standard Applications in accordance with the provisions of Exhibit 4.0 (Business Model) regarding the addition of new Standard Applications. 

[bookmark: _Toc97196694]APPLICATION TESTING, IMPLEMENTATION, AND THIRD-PARTY APPLICATIONS
[bookmark: _Toc97196695]Application Testing
[bookmark: _Toc97196696]General Application Testing
Service Provider will perform the following for all types of testing, including functional, usability, integration, regression, security, performance, stress and User Acceptance Testing.
The Service Provider shall, at a minimum:
Perform test services for Applications developed or modified by Service Provider or a Third-Party.
Supply (where applicable), support, maintain and operate testing facilities including people, process, templates, and testing tools for testing.
Perform all testing on browser-based and mobile platforms, including all supported browser and mobile devices as documented in the SMM.
Manage Application testing configurations, including coordinating with SIPA Third-Party Service Providers, and other stakeholders, regarding Equipment, System Software, other Software, network, capacity, and other requirements needed for Application testing.
Manage Application testing, including coordinating all testing activities with SIPA, Customers, and SIPA Third-Parties, so the activity is managed in an end-to-end manner.
Develop, maintain, reuse, and refresh Application testing test data, test scripts and expected results.
Treat production data with extreme care and confidentiality and in accordance with the requirements of the Agreement, and do not impact production data during testing or allow test data to propagate into production.
Develop, maintain, and manage required Application testing strategies, plans and schedules, with SIPA and Customer’s approval, in Service Provider’s test management tool, or any other tool specified by SIPA.
Ensure compliance with SIPA’s functional, integration and end-to-end testing specifications and requirements including SSAE-18 or other regulatory requirements.
Complete, maintain, and manage the required Application testing documentation for Customer and SIPA review and approval (e.g., test cases, scripts and expected test results) in Service Provider’s test management tool, or any other tool agreed to by SIPA.
Perform appropriate pre-execution reviews for the test strategy, plan, schedule, test cases, and any other relevant test information with interested stakeholders and obtain SIPA and Customer approval. 
Design for, and implement, automated testing as agreed by SIPA.
Execute the required Application test cases specified in the test plans and record the results in Service Provider’s test management tool.
Perform Application testing for all Services and data access methods used or called by the Application.
Record and report Application test results (e.g., number of test cases executed, passed and failed; number of defects found, fixed and closed) in Service Provider’s test management tool and testing status in Service Provider’s provided Project and Program Management System.  
Manage impact analysis, defect resolution, and retesting activities associated with defects found in Application testing.  
Conduct walkthroughs with Customers or SIPA, as defined in the SMM, of Application test results as defined in the test plans.
Communicate defects to the Application developer and key stakeholders.
Depending on the schedules of the Projects and/or Releases, but no less frequently than requested by SIPA, provide daily or weekly progress reports to the Customer and SIPA in the Service Provider-provided Project and Program Management System. 
Correct defects identified in the Application tests and document such defects and corrections in Service Provider’s test management tool.
Review changes, defect fixes, and enhancements with Authorized Users, and obtain approval of Application testing results from Customer and SIPA as required.
Complete required Application testing documentation.
Review and obtain approval of Application testing results from Customer and SIPA as required.
Obtain approval of Application testing results from the Customer and SIPA as required.
Document the final test report including all appropriate test metrics in the test management tool and the Service Provider-provided Project and Program Management System.
Monitor, analyze, and review production defects and report out to improve Application test models over time.
Design, implement, and track continuous improvement activities.
Build and implement test automation for all Applications.
[bookmark: _Toc97196697]Functional, Usability, Integration, and Regression Testing
Service Provider will be responsible for functional, integration and end-to-end testing relating to the Applications.  Service Provider’s responsibilities with respect to functional, usability, integration, and regression testing shall, at a minimum, include the following:
Conduct functional, usability, integration, and regression testing in accordance with the following characteristics:
Execute according to the requirements and design specifications in a Release that may be weekly, monthly, or quarterly, or in a Project that may span months or longer and involve several Applications. 
Perform accurate testing of Application and related interfacing applications.
Ensure re-usability of test plans, cases, data, and expected results.
Maintain compatibility with SIPA policies, including technology standards and testing standards.
Maintain compliance with the Change Management process and Release Management process as specified in Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
[bookmark: _Toc97196698]Security Testing
Service Provider will be responsible for explicit security testing relating to the Applications.  Service Provider’s responsibilities with respect to security testing will, at a minimum, include the following:
Conduct security testing in accordance with the following characteristics:
Thorough and complete testing of Applications to ensure users can perform only those tasks that they are authorized to perform.
Identify and remediate vulnerabilities in the Application prior to production implementation.
Continue to improve and evolve the testing to keep pace with new vulnerabilities.
Adhere to and contribute to the SIPA policies, including security and technology standards and testing standards.
Comply with the Information Security Management, Change Management and Release Management requirements as specified in Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
Include security test strategies, test scripts, and automated code scans as required to secure the Applications from unauthorized use, which must include, but is not limited to, testing for vulnerabilities associated with:
URL manipulation.
SQL injection.
Cross-Site Scripting (XSS).  
Cross-site tracing (XST).
Password cracking.
Cookie stealing.
Sending sensitive information over unencrypted channels.
Authorization and access control.
Session management. 
Data and input validation.
Command injection flaws.
Buffer overflows.
Error handling.
Logging.
Remote Administration.
Old or unreferenced files containing sensitive information.
Manage Applications security testing configurations, including coordinating with SIPA, Third-Party Service Providers, and other stakeholders, regarding Equipment, System Software, other Software, network, capacity, and other requirements needed for security testing.
[bookmark: _Toc97196699]Performance Testing
The Service Provider shall, at a minimum:
Test the Applications ability to perform while under defined loads.
Capture and maintain expected normal and peak workloads by Application in terms of concurrent users.
Capture and maintain acceptable response times by Application.
Test the Applications ability to achieve the desired response time under normal and peak workloads.
Log all response times and compare to baseline times to determine the deviation from the historical baseline performance.
[bookmark: _Toc97196700]Stress Testing
The Service Provider shall, at a minimum:
Test the Applications ability to perform under increasing workloads to determine the point of unacceptable performance degradation and determine weak points in the overall architecture.
Identify the conditions when the Applications will fail to perform according to the requirements.
Log all workloads and response times and compare to baselines to determine the deviation from the historical baseline performance.
Deploy tools as required to measure and inspect for bottlenecks throughout the Application architecture including but not limited to the Application and database levels.
[bookmark: _Toc69202436][bookmark: _Toc97196701]User Acceptance Testing
The Service Provider shall, at a minimum:
Conduct User Acceptance Testing for Applications.  
Manage User Acceptance Testing, including coordinating all testing activities with Customer, and Third-Party Service Providers, so that User Acceptance Testing is managed in an end-to-end manner.
Support all User Acceptance Testing activities for Service Provider developed or modified Applications and SIPA Third-Party developed or modified Applications. 
Lead User Acceptance Testing status review meetings and provide status reports on open defects.
Develop user acceptance test plans and provide testing tools and methodologies for managing and executing User Acceptance Testing activities. Support testing strategies for all development methodologies, including Agile. 
Share test plans with Customer and SIPA.
Develop recommended acceptance criteria for review and approval by Customer and SIPA.
Implement a matrix of the Customer’s business requirements to test cycles, test scripts, and expected results (traceability tables).
Train and assist Authorized Users in the execution of User Acceptance Testing for Applications developed or modified by Service Provider or Third-Parties. 
Assist test users in the review and execution of User Acceptance Testing for Applications developed or modified by Service Provider.  Assistance includes providing access, test environment conditioning (e.g., data preparation, network set up, environment preparation), executing batch jobs, troubleshooting issues, and providing guidance in completing test transactions and reviewing the associated outputs.
Validate compliance with Quality Assurance procedures, with Customer and SIPA as required, and confirm the Application is ready to implement into production.
[bookmark: _Toc97196702]Implementation
[bookmark: _Toc97196703]Implementation Management
The Service Provider shall:
Develop Implementation Plans for all Releases according to the processes as defined in the SMM.
Implement all Applications developed or modified by Service Provider in a manner that minimizes disruption to SIPA and Customer.
Identify and document potential implementation conflicts and coordinate resolution with appropriate parties.
Coordinate implementation activities with Customer, and SIPA System owners and implementation managers.
Develop implementation and transition strategies and plans in compliance with SIPA’s standards and methodology for SIPA and Customer’s approval.
Develop data migration strategies and plans in compliance with SIPA’s standards and methodology for SIPA and Customer’s approval.
Develop and document a contingency plan for each implementation that will include, where appropriate, potential failure impacts, back-out procedures, notification and escalation lists, work-around plans, affected resources, and risk assessments for SIPA and Customer’s approval.
Develop, document, and report business risk, technical risk, and impact analyses.
For all Service Provider-developed or modified Application Software moved into production, comply with SIPA’s architecture standards and strategy.
Inform SIPA in writing and obtain SIPA’s agreement when any SIPA-selected, Third-Party-developed Application Software does not comply with architecture standards and strategy. 
Plan, document, coordinate, and monitor installation activities.
Prepare and participate in pre-implementation readiness reviews in accordance with SIPA policies and procedures.
Coordinate the installation of Equipment and System Software per implementation plan as agreed to by SIPA.
Schedule and obtain SIPA and Customer approval for implementation times and dates.
Define and control production schedules. 
Perform installation testing using agreed to testing methodology and test cases.
Summarize, document, and report test participants and results.
Prepare documentation and orientation training for any pertinent Service Provider Personnel delivering Services to the Authorized User.
Conduct Authorized User orientation, notification, and training activities relating to Application Software implementation.
Provide support for the implementation of Application Software as outlined in the agreed to implementation plan (e.g., planning, testing, data migration, monitoring Incident and Problem resolution).
Coordinate implementation and promotion (moving from test to production) of Application Software with Authorized Users, data center production control, and scheduling organizations.
Plan and document the migration of Application data.
Conduct and document post-implementation analysis to assess Application Software effectiveness, cost, usability, and Authorized User satisfaction.
Conduct and document post-implementation technical analysis, documenting lessons learned and providing recommendations for implementing continuous improvement.
Define and document the data backup and restoration requirements for the Business Continuity Plan for all implementations.
[bookmark: _Toc97196704]Training and Education
The Service Provider shall:
Train and educate SIPA’s Authorized Users in Applications developed or modified by Service Provider.
Perform and document a training needs analysis.
Determine the training material/method of delivery design.
Determine the training method of delivery.
Develop training material (including any online help that may be required) per SIPA and Customer standards for SIPA review and approval.
Recommend the training roll-out strategy for SIPA and Customer approval.
Deliver train-the-trainer sessions to SIPA and Customer.
[bookmark: _Toc97196705]Third-Party Application Acceptance
[bookmark: _Toc97196706]Third-Party Application Description
SIPA or Customer may designate new Applications (developed either by Service Provider or Customer’s Third-Party Application developers) to be added to Exhibit 4.1 (Pricing Structure), or modifications to existing Applications in Exhibit 4.1 (Pricing Structure) (modified either by Service Provider or Customer’s Third-Party Application developers), to be subjects of the operation and maintenance services as required in Section 4 Application Operations and Maintenance, below.
This section describes the process by which the Service Provider prepares for a new or modified Application to become a subject of Section 4 Application Operations and Maintenance, below, and the limited circumstances in which Service Provider may decline to support such a new or modified Application.  For the avoidance of doubt, the provisions herein will not apply to, and Service Provider may not decline to support, any such Application that was developed or modified by Service Provider.
[bookmark: _Toc97196707]Third-Party Application Acceptance Process
The Service Provider’s responsibilities include the following:
Perform Third-Party Application Acceptance activities, as defined in the SMM, for Application Software developed by Customer or Customer’s Third-Party Application developers.
Develop a Release Management process and related materials (including templates, training material, checklists, and examples) that will be used by Service Provider to assume operations and maintenance support responsibility and accept Application Software from all sources (e.g., Third-Parties, Service Provider, Customer).  Such process and related materials will be consistent with the provisions herein, subject to final review and approval by SIPA, and will be incorporated into the SMM.
Meeting with Customer and Customer’s Third-Party Application developers prior to or upon commencement of the Application modification or development to review Customer’s acceptance criteria for Third-Party Application Acceptance and communicating activities required to implement the Application Software into the production environment supported by Service Provider.
Reviewing and validating Customer’s or Customer’s Third-Party Application developer-provided proof of conformance with the applicable acceptance criteria for Third-Party Application Acceptance.
Reviewing Customer and Customer’s Third-Party Application architecture overview documents to confirm skill sets required to support the new Application Software and identifying all gaps in Service Provider’s resource skills.
Providing to SIPA and/or Customer a price quote, to maintain the application, which will be subject to the provisions of Exhibit 4.0 (Business Model) regarding the addition of new Applications that comply in all material respects with the applicable acceptance criteria, to perform production support for the new Application Software.
Managing and coordinating Third-Party Application Acceptance activities with Customer and Third-Party Application developers.
Create and utilize a documented process approved by Customer for performing knowledge transfer between Customer and Customer’s Third-Party Application developers and Service Provider Personnel.
Creating a plan for Third-Party Application Acceptance that defines the work to be performed, responsible party, estimated duration and effort, and presenting such plan to Customer for Customer’s review and approval.  Such plan will be consistent with the provisions herein and will constitute Work Product under the Agreement.
Participating in training sessions, planning meetings, and review meetings associated with Third-Party Application Acceptance.
Testing the Application Software for conformance with the applicable acceptance criteria for Third-Party Application Acceptance.
Providing timely status updates to Customer throughout the Third-Party Application Acceptance process.
[bookmark: _Toc97196708]Resolving Issues with Third-Party Application Acceptance
Service Provider’s responsibilities include the following:
Providing written notification of each failure of the Application Software to comply with the applicable acceptance criteria during the Third-Party Application Acceptance testing cycle (including whether such failure would reasonably prevent Service Provider from accepting the Application Software; provided, that Service Provider may not decline to support an Application that complies with the applicable acceptance criteria in all material respects) and proposing alternatives for correcting or mitigating the failure.  
Notification will be provided by Service Provider to Customer (and Customer’s Third-Party Application developers, if requested by Customer) within two (2) Business Days of Service Provider’s discovery of the failure of the Application Software to meet the applicable acceptance criteria.
Producing a written report explaining the reasons why Service Provider cannot reasonably accept an Application for support and presenting such written report and findings to Customer (and Third-Party Application developers, if requested by Customer) within five (5) Business Days of completing the Third-Party Application Acceptance activities.
Re-executing the Third-Party Application Acceptance cycle within five (5) Business Days of receiving fixes to the non-conforming items unless another date has been reasonably requested by Customer.
Working with Customer’s Third-Party Application developers to timely resolve all issues to accept Third-Party Application.
[bookmark: _Toc97196709][bookmark: _Toc478732757][bookmark: _Toc478732946]APPLICATION OPERATIONS AND MAINTENANCE
[bookmark: _Toc97196710][bookmark: _Toc478157276]Application Maintenance and Support Services
The Service Provider will perform Application Maintenance and Support Services, including repairing Incidents, researching, and mitigating Problems, executing Changes, creating, and updating baseline documentation for Production Applications, and all other lifecycle support activities according to Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
The Service Provider will adhere to SIPA’s standards as documented in the SMM and support SIPA and its Customers in the maintenance of the Services.
[bookmark: _Toc97196711]Resources
The Service Provider shall:
[bookmark: _Toc443558409]Without limiting the requirements of the Agreement, including Section 8 Service Provider Personnel of the Agreement provide Portal resources that are productive and well trained and meet the delivery projections and Service Level commitments in support of SIPA’s Applications; as such Applications may be Changed, supplemented, or replaced over the Term and Termination Assistance period.
Without limiting the provisions of Section 5.5 Projects of Exhibit 2.1.1 (Cross-Functional Services Statement of Work) make available the necessary and appropriate Application maintenance and support resources assigned to discretionary tasks for the performance of Application Development Services, (to the extent not to adversely affect the performance of their other responsibilities in respect of Application maintenance and support Services in accordance with the Service Levels).  
Without limiting the requirements of Section 8 Service Provider Personnel of the Agreement manage the Portal staff so that an individual’s unavailability as the result of holidays, vacation, administration time (e.g., Service Provider meetings) or sick time will not degrade the Service Provider’s ability to meet applicable Service Levels (so that Service Provider will accomplish the amount of work that the individual would have been able to accomplish had the absence not occurred).
Prepare monthly reports detailing Application maintenance and support work efforts with sufficient detail to identify the hours and activities directly performed for SIPA.
[bookmark: _Toc97196712]Incident, Problem and Change Management
The Service Provider will support the Incident, Problem and Change Management requirements as described and as specified in Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
The Service Provider shall:
Report, manage, resolve, and escalate reported Incidents and Problems for the Applications and databases in accordance with Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and in accordance with the processes defined in the SMM.
Take responsibility for Service Provider-maintained Application and Software, and Service Provider provided Third-Party Applications and Software: 
Identify and document Application and/or database issues;
Notify the applicable Customer, Third-Party, or SIPA as applicable;
Arrange for the corrections to be made (or make the corrections, for Service Provider-maintained Software);
Coordinate and document System, Software, or Application Changes;
Test the Changes and document the outcomes;
Schedule the installation of the Changes into Production; and
Submit the Change to Production.
Update user, System, and operations documentation as necessary.
Conduct and document post-mortem reviews for error corrections.
Provide emergency support to:
Prevent production abnormal program terminations; 
Correct errors or invalid or missing SIPA or Customer Data; and
Resolve any other Incidents and Problems that may occur associated with an Application, database, and, if applicable, System Software.  This includes taking any action necessary to reinstate both the Application and all Services to restart or amend production schedules that are the result of:
Late arrival of critical interfaces or Applications, databases, or System Software; and
Equipment or Network communications Incidents and Problems; and
Electronic transactions.
Work closely with appropriate personnel identified by SIPA or Customer to provide appropriate progress reporting and effective Production Incident and Problem resolution. 
Perform error-correction activities in accordance with Service Level requirements to repair Application, Software code, and correct any issues and/or Software defects.
Devise and obtain Customer or SIPA approval for short-term workarounds to contain the Incident’s impact.
Create diagnostic versions of the Software module to identify and isolate issues.
Work with Third-Party Vendors, as necessary, to resolve Incidents and Problems.
Work with Customers, SIPA, or other stakeholders as necessary, to resolve Incidents and Problems and provide timely updates.
[bookmark: _Toc97196713]Level 1, Level 2, and Level 3 Support
The Service Provider will support the Service Desk and Level 1, Level 2, and Level 3 support requirements as described and as specified in Section 5.2 DGS Consolidated Service Desk below, and in Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
The Service Provider shall: 
Provide knowledge and information to enable training to Service Provider Service Desk Level 1 personnel before any new Application or functionality is installed into production.
Provide and maintain Systems and/or Authorized User documentation for Service Provider-developed, enhanced, or maintained Applications such that: 
The Service Provider Level 1 Service Desk for all Services described in Section 5.2 DGS Consolidated Service Desk below, will be able to resolve most Level 1 support inquiries and issues.
The Service Provider Level 2 Support for Applications will be able to resolve issues without requiring a transfer to specialized Level 3 Application support.
Provide the Service Provider Service Desk with a continuously updated list of specialized Applications support and/or “on call” personnel who are responsible for Level 2 and Level 3 Support, including contact phone numbers.  The list should also include escalation procedures and contacts.
Provide Level 3 Support for all Applications, including:
Provide clearly defined points of contact, available 24x7 to receive and appropriately respond to notice of Incidents from Level 1 or Level 2 Support personnel including escalation procedures and contacts.
Advise the Level 1 or Level 2 Support personnel, and/or an Authorized User, of the estimated time required for resolving the Incident after being notified.  This resolution time will be consistent with Service Levels.
Provide timely, ongoing status updates to the Level 1 or Level 2 Support personnel, and/or an Authorized User, during Incident resolution.
Provide support, advice, and assistance to Authorized Users in a manner consistent with SIPA’s practices for the Applications prior to the Commencement Date and non-programming activities in direct support of Authorized Users.
[bookmark: _Toc97196714]Application Source Code Security
The Service Provider shall:
Implement safeguard and protective measures for all security requests and password reset requests associated with Applications code and executable modules subject to SIPA and Customer approval on all data or information requests.
Install, when required, and maintain source control Software in compliance with the State’s standards and methodology.
Monitor and restrict access to source code and the State’s Data in accordance with the State’s policies.
Comply with ad hoc, annual audits, and regulatory requests.
Perform data/source code security audits, and report test results.
Immediately report any security violations to the State.
Promptly report to SIPA any SSAE-18 compliance issues or e-discovery issues as such issues become known to Service Provider.
[bookmark: _Toc97196715]Preventive Maintenance
The Service Provider shall:
Create and deliver production Software patches.
Perform Applications tuning, code restructuring, and other efforts to improve the efficiency and reliability of programs and to minimize ongoing maintenance requirements.
Assess and document opportunities to improve efficiency associated with Application support, operations, and enhancements.
Monitor and analyze trends to identify potential issues.
Provide and utilize tools and techniques to identify areas where preventive maintenance might be performed to improve Applications efficiency, in terms of both the performance of the Applications and any related maintenance and support effort. 
Document preventive maintenance completed and planned for each Application that is the subject of the Services hereunder (e.g., as set forth in Exhibit 4.1 (Pricing Structure) and all Software supported as of the Commencement Date.  
[bookmark: _Toc97196716]Compliance Minor Enhancements
The Service Provider shall:
Perform all minor enhancements to the Application portfolio.  This includes any Change that modifies or adds functionality to an existing Application, including: 
Changes required for SIPA's compliance with Laws and audit requirements in accordance with and subject to Section 9.7 Audit Rights of the Agreement,
Industry-required and Government Authority-required Changes in accordance with and subject to Section 13.11 Compliance with Laws in the Agreement.
Provide Service Provider-related data for financial justification and plan for minor enhancements. 
Monitor and report on the status of minor enhancements.
Comply with Service Provider’s Software development methodology, as approved by the State, and programming standards.
Interface with SIPA management, and coordinate with Authorized Users throughout the Application lifecycle.
Update user, System, operations, and Service Desk documentation to include the enhancement updates.
[bookmark: _Toc97196717]Regulatory Changes
Subject to Section 13.11 Compliance with Laws of the Agreement, the Service Provider shall: 
Adhere to all Laws required of State, Customer and/or the Service.  
Recommend and perform modifications within or across national boundaries to maintain compliance with all applicable local, regional, state and national Laws.  
Perform such modifications within acceptable timeframes as required by Law or government authority or otherwise established by the Parties for compliance. 
Where SIPA or Service Provider or Third-Party Vendors must make modifications to their Software, service, or technology platform to achieve compliance with the above regulatory changes, the Service Provider’s performance will include the following activities:
Oversee these activities;
Verify that they are performed within acceptable timeframes as defined by SIPA; and,
Provide progress reports to SIPA at regular intervals.
Support any litigation reviews, regulatory reviews, audits, compliance assessments, and data-gathering exercises.
Monitor local, regional, national, and international Service Provider Laws for potential impacts to Applications. 
[bookmark: _Toc94258575][bookmark: _Toc94262223][bookmark: _Toc95382243][bookmark: _Toc96002641][bookmark: _Toc94258576][bookmark: _Toc94262224][bookmark: _Toc95382244][bookmark: _Toc96002642][bookmark: _Toc94258577][bookmark: _Toc94262225][bookmark: _Toc95382245][bookmark: _Toc96002643][bookmark: _Toc94258578][bookmark: _Toc94262226][bookmark: _Toc95382246][bookmark: _Toc96002644][bookmark: _Toc94258579][bookmark: _Toc94262227][bookmark: _Toc95382247][bookmark: _Toc96002645][bookmark: _Toc94258580][bookmark: _Toc94262228][bookmark: _Toc95382248][bookmark: _Toc96002646][bookmark: _Toc94258581][bookmark: _Toc94262229][bookmark: _Toc95382249][bookmark: _Toc96002647][bookmark: _Toc97196718]Security
The Service Provider is required to provide for secure handling and processing of transactions for those Applications developed and maintained that connect to the Payment Services tower in which the Service Provider shall, at a minimum:
Adhere to the Colorado Information Security Policies found at https://oit.colorado.gov/standards-policies-guides/guide-to-cybersecurity-and-information-security. 
Provide Payment Card Industry (PCI) Payment Application Data Security Standard (PA-DSS) compliant operations for all Service Provider Services.
Provide PCI Data Security Standards (PCI-DSS) expertise.
Provide coordination of all PCI assessments and audits, including PA-DSS and DSS, and aggregated PCI audit reporting.
 Support PCI-DSS Level 1 compliance assessments and on-site reviews by a State approved auditor and network scanning vendors. 
Support PCI assessment gap analysis and remediation to achieve PCI compliant operations for all related services.
Support all data security and financial audits as required by SIPA.
Provide audit reports including:
SOC 2 Type II report annually. 
Provide effective and appropriate best practices to support end-to-end encryption for inline frames, web services, APIs, hosted payment pages (HPPs), or any other methods.
Provide support for end-to-end tokenization for inline frames, web services, APIs, HPPs or any other methods.
Provide fraud prevention capabilities to, at a minimum:
Provide verification of Customer address to card billing address for card-related transactions.
Provide address verification of Customer shipment to address.
[bookmark: _Toc97196719]Application IT Service Continuity Management
The Service Provider shall:
Provide disaster recovery and IT Service Continuity Management support as required in the Agreement, Exhibit 2.3 (IT Service Continuity Management), and Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
Develop and maintain procedures to support disaster recovery and IT Service Continuity for Tier 1, Tier 2, and Tier 3 Applications, as required in the Agreement and Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
Maintain the list of Applications in the Service Provider provided Service Asset and Configuration Management system and update Application tiers, at least annually, subject to SIPA’s approval.
Review and revise Service Provider’s retention practices as necessary to maintain compliance with ITSCM requirements in Exhibit 2.3 (IT Service Continuity Management), and in Section 11.1(f) Return or Destruction of Confidential Information of the Agreement.
Develop and maintain business and data recovery plans as Applications are developed.
Develop and maintain Application recovery plans as the Application or SIPA needs change.
Perform Application recovery testing at a minimum once every twelve (12) months as applicable according to the approved test plans.
Retest any unsuccessful test within thirty (30) days of the failure.  Repeat if unsuccessful.
Assist SIPA to determine and document data retention periods.
Implement the IT Service Continuity Plan upon the occurrence of a disaster.
[bookmark: _Toc97196720]Operations Support
The Service Provider shall:
Implement and monitor an effective and efficient Portal operations environment in compliance with SIPA’s standards and methodology.
Support production staff with scheduling, back-out recovery, job balancing, and production output monitoring for completion and correctness, and monitor exception logs.
Monitor production output for correctness.
Assist production support staff to adapt operational processes and procedures. 
Communicate effectively with SIPA’s management.
Perform ad hoc reporting.  Service Provider will advise SIPA if the number of ad hoc reporting requests adversely impact Service Provider’s performance of Services and ability to meet the Service Levels.  Upon such notice, SIPA will work with Service Provider to address the issue, with the right of SIPA to reprioritize Service Provider Personnel in accordance with Section 5.5 Projects of Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
Create and maintain reasonable documentation for all Applications and Authorized User procedures that affect operations.
Prioritize Application Software operations during a crisis in accordance with applicable Business Continuity Plans.
[bookmark: _Toc97196721]Application Quality Assurance
The Service Provider shall:
Develop and document Quality Assurance processes and procedures for the delivery of Portal Services in compliance with SIPA’s standards and methodology.
Comply with SIPA-approved Quality Assurance procedures.
Maintain Applications quality consistent with industry standards for well-managed IT Service Providers.
Set baselines for quality measurement in all Portal Environments.
Implement and manage Quality Assurance processes and procedures for the delivery of Portal Services, including processes to measure effort, size, schedule, and quality.
Perform ongoing Quality Assurance reviews and provide SIPA with the results.
Perform at a level consistent with CMMI Level 3 within eighteen (18) months of the Effective Date.
Systematically document and incorporate “lessons learned” from projects and activities into future work.
Allow and participate in Quality Assurance audits conducted by SIPA or its designees. 
[bookmark: _Toc97196722]Colorado.gov URL Websites 
Service Provider shall assist SIPA with maintaining the https://www.colorado.gov/ Website.  
Service Provider shall:
Work with SIPA to develop objectives for the Colorado.gov website and including web analytics to capture, and user interface and overall user experience.
Maintain a digital style guide for the Colorado.gov Applications that is approved by SIPA, and SIPA-designated governance, that provides a personalized, intuitive Resident experience. SIPA or Customers must approve all branding materials and site design.
Provide Website design ideas to SIPA with SIPA being the final approver of design prior to publishing.
Lead and facilitate the development, approval, and maintenance of Website content with SIPA, with SIPA being the final approver of content prior to publishing.
As requested by SIPA, update the CMS with site content updates.
Update and maintain search engine optimization to ensure prominent results for the Website.
Lead and facilitate the identification of initiatives to improve the Website’s effectiveness and usability.
Establish a process with SIPA guidance that allows new and existing Customer access to information about  https://www.colorado.gov/ Website products and solutions.  Content may include product information, online product demos, calendar of upcoming conferences/ events, Customer case studies, information about how to get started with Colorado.gov, etc. 
Review and analyze analytics data for new services/applications to validate reasoning for suggesting improvements and provide data and results to SIPA.
[bookmark: _Toc96002653][bookmark: _Toc96002654][bookmark: _Toc96002655][bookmark: _Toc96002656][bookmark: _Toc96002657][bookmark: _Toc96002658][bookmark: _Toc96002659][bookmark: _Toc97196723]Integration with Payment Services
The Service Provider is to provide for secure processing of transactions including payment, refund, chargeback, and chargeback return for those Applications developed and maintained as described in Exhibit 2.1.2 (Payment Services Statement of Work). 
The Service Provider shall:
Provide for secure processing of transactions for those Applications developed and maintained that connect to Payment Services.
Provide for secure processing of transactions for Applications developed and maintained that link to the Payment Services hosted payment pages (HPP).
Develop and document file transfer scripts and monitoring to process transactions as required to support the provision of data to SIPA, and Customers for full transaction transparency, including:
Build electronic file transfer scripts.
Build electronic data interchange (EDI) data maps between the Applications, Payment Services transactions, and data required by SIPA, and Customers to provide reporting, as needed.
Test data transfers.
Build scripts to move data to/from appropriate Systems.
Coordinate and test end-to-end file transfers.
Develop new file transfer processes and interfaces, as requested by SIPA and Customers including:
Respond to SIPA requests for new transfer options.
Research industry standards and secure file transfer solutions to improve the capabilities.
Following the SIPA approvals, implement new file transfer solutions. 
Coordinate and complete onboarding of Customers to the Service Providers Applications and Payment Services payment engine.
[bookmark: _Toc96002661][bookmark: _Toc96002662][bookmark: _Toc96002663][bookmark: _Toc96002664][bookmark: _Toc96002665][bookmark: _Toc97196724][bookmark: _Toc478732769][bookmark: _Toc478732958]DIGITAL GOVERNMENT SERVICES PROGRAM OPERATIONS
[bookmark: _Toc97196725]Growth and Outreach
The purpose of Growth and Outreach is to raise awareness of the DGS program, identify opportunities to expand services and provide services to more Customers and Residents and grow the overall program. The Service Provider will establish the required framework, processes, arrangements and execute SIPA-approved growth and outreach campaigns.
[bookmark: _Toc97196726]Growth and Outreach Process and System
The Service Provider will, at a minimum:
5.1.1.1	Lead SIPA in creating a Resident growth and outreach campaign management process for DGS Services and support the process when executing DGS growth and outreach campaigns.
5.1.1.2	Leverage the Service Provider-provided growth and outreach system when executing growth and outreach programs.
[bookmark: _Toc97196727]Customer Growth and Outreach Development 
The Service Provider shall:
Lead SIPA in the creation and maintenance of annual growth and outreach plans aimed at increasing the Customer base for the DGS offering, including definition, size, and segmentation of the potential Customers for the DGS program. 
Define the campaign channels (e.g., Customer partnerships, website, events, email blasts, cold calling for new prospects).
Analyze prospective Customers for DGS to be used as potential new Customer leads.
Evaluation of previous year’s DGS plan achievement and Customer growth through documentation of actual growth and outreach achievement as compared to the previous year’s plan and prospective Customer listing.
Determine the resources and roles, if any, that will assist SIPA when performing Customer growth and outreach.
Promote the DGS program, products, and solutions by establishing and maintaining ongoing relationships with key Customers. 
Develop outreach tactics to support promoting these solutions, including the development of appropriate outreach collateral such as product sheets, brochures, PowerPoints, and demos; facilitating the creation of branding and logos as appropriate; developing targeted growth and/or communications campaigns; maintaining DGS/Solutions microsite to ensure solution information is current and accurate; and attending pertinent conferences and events to leverage cross-growth opportunities.
Work with SIPA to track and provide awareness of digital government-industry award programs where DGS services are eligible, lead the development and preparation of external award applications, and work with SIPA to submit applications.
[bookmark: _Toc97196728]Customer Solutioning
The Service Provider shall:
Following the Request for Solution process as required in Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and defined in the SMM, design and develop proposals and cost estimates for DGS solutions as requested by new and existing Customers.
Provide requirements support, technical support, and solutioning support in completing DGS requests for solutions.
[bookmark: _Toc97196729]Resident Growth and Outreach Development 
The Service Provider shall:
Lead in the creation and maintenance of annual growth plans aimed at increasing the Resident base utilizing the DGS Services. At a minimum, the growth plans will contain:
Definition, size, and segmentation of the current and potential Residents for each DGS Service.
Analysis on attracting prospective Residents along with growth and outreach strategies including estimated outreach purchases directed at attracting Residents to the Colorado.gov website.
Evaluation of previous year’s plan achievement and Resident growth through documentation of actual growth achievement as compared to the previous year’s plan.
Create and maintain a quarterly Resident demand generation plan to drive awareness and interest in the DGS program.
For SIPA budgeting purposes, on an annual basis create a three-year outreach strategy including estimated outreach purchases directed at attracting Residents to the Colorado.gov website.
[bookmark: _Toc97196730]Resident Growth Campaigns
The Service Provider will lead and facilitate growth campaigns by coordinating with SIPA and Customers to perform the following for each campaign:
Provide proactive utilization of communications channels that promote the DGS program, encourage Resident participation, provide Resident education, and increase usage. 
Provide the lead role in defining the growth campaign objectives. 
Define the outreach campaign channels (e.g., online ads including television, radio, social media, building, or billboard signage).
Establish measurements to track performance against the campaign objectives.
Define the campaign plan, as approved by SIPA and Customers, including timeline, roles, messaging, and collateral.
Share the campaign plans with SIPA and Customers.
[bookmark: _Toc97196731]Resident Product Growth 
The Service Provider shall:
Lead in the creation and purchasing of SIPA and Customer-approved product growth collateral for use in driving demand and educating new and existing DGS Residents. At a minimum, the collateral shall:
Address topics including problems being solved, service and solution descriptions, and benefits/value propositions.
Be in multiple forms for convenient use in campaign activities as appropriate to increase Resident use of DGS services (e.g., online training through video-based click through demonstrations via SIPA YouTube channel.)
[bookmark: _Toc97196732]Resident Campaign Operations and Outreach
The Service Provider will be responsible for the promotion and outreach of DGS services and promotion of the SIPA brand. 
The Service Provider shall: 
Design and coordinate the purchasing of outreach in support of the SIPA-approved growth and outreach campaigns. 
Provide management of all SIPA-owned DGS social media properties including maintenance of a Colorado.gov social media presence (i.e., Facebook and Twitter) that links back to the Website. All content must meet the approval of the Governor's Office.
Log and track campaign activities and results, including at a minimum media buys, click-through results and ratios, and transaction comparisons and increases.
Establish and maintain media relationships to place stories that highlight SIPA, participate in public events as needed, and email distribution to initiate action to opt-in users. 
Advertise to DGS users using a mix of media (including social media) and other communication tactics. 
Create a marking campaign that considers, but is not limited to, the following outlets:
Create and distribute SIPA growth materials including DGS branded handouts at high-traffic locations across the state.
Leverage existing communications and streamline forms with strong Internet calls to action.
Provide public service announcements through a customized program for earned broadcast media exposure as requested and approved by SIPA. 
Identify, hold, and participate in regular live events to reach Residents and draw attention to DGS. 
Contribute stories, byline articles, and op-eds as appropriate. 
Align outreach efforts with the overall SIPA growth plan and schedule.
Align outreach efforts with the core mission and vision of DGS.
Advertise new features and applications to existing users and to target additional audience segments not currently using DGS.
Address appropriate search engine optimization and search engine growth strategies to drive the higher placement of Colorado.gov Applications in search results.
Measure and improve satisfaction with DGS.
Collaborate with Customers to understand their needs and promote the benefits of digital government initiatives to Residents.
Advertise specific services to targeted constituencies.
Deliver compelling incentives to businesses and Residents to use the website, as approved by SIPA.
Build trust through the promotion of the benefits, ease of use, security, and privacy that are integral features of the DGS program.
Assess Customer needs and what growth and outreach and growth efforts will be deployed to meet those needs.
[bookmark: _Toc97196733]Customer Satisfaction
The Service Provider shall:
Execute the customer satisfaction requirements as described in Exhibit 3.3 (Customer Satisfaction).

[bookmark: _Toc97196734]DGS Consolidated Service Desk 
The Service Provider shall provide and support a consolidated service desk supporting two user groups:
· DGS Service Desk – Coupled with the Service Catalog, the Service Provider’s DGS Service Desk shall be the point of contact for handling contacts and coordinating Incident Management, Request Management, and Access Management activities for the Services. The users contacting this service desk may include Customers and SIPA and are referred to as Authorized Users. The work queues for this user set are optimized with the Service Catalog to drive self-help.
· Resident Service Desk – Customers will provide Level 1 Resident contact support for Customer public policy topics, services offered, Customer-function related topics.  Service Provider will provide Level 1 Resident contact support for website and application technical questions and payment processing-related questions.  As needed, Customers will route requests to the Service Provider Resident Service Desk as a Level 2 point of contact for Residents regarding incidents, requests, and questions relating to SIPA-provided Digital Government Services. The Residents contacting this service desk are referred to as Resident Users. The contact methods and work queues for this user set is optimized to handle telephone, email, and chat contact methods.
In the requirements for this section, the term Service Desk refers to supporting a Resident User, Authorized User, SIPA, other service providers, or anyone that can contact either the DGS Service Desk or Resident Service Desk work queues.
Service Desk service quality, timeliness, and effectiveness will be measured through the Key Service Levels defined in Exhibit 3.1 (Service Level Matrix) and Exhibit 3.2 (Service Level Definitions), and through Customer Satisfaction and scorecard measurements defined in Exhibit 3.3 (Satisfaction Surveys). The effectiveness of Service Desk operations will also be measured against the SMM process and procedures. The Availability of Service Desk Systems will be measured by the Critical Service Level “Service Desk Availability,” defined in Exhibit 3.1 (Service Levels, Deliverables, and Reports) and Exhibit 3.2 (Service Level Definitions).
The Service Provider shall:
[bookmark: _Toc97196735]Service Desk Systems and Processes
Provide a Service Desk with processes that are ITIL-conformant, including the use of SIPA and Customer-provided Service Desk attendant scripts for supporting Incidents and Service Requests related to Services, Applications, Systems, etc.
Effectively implement and use the capability for Authorized Users to submit Incidents and Service Requests via Service Catalog, telephone, chat, email, or other means approved by SIPA.
Effectively implement and use the capability for Resident Users to submit Incidents and Service Requests via telephone, chat, email, or other means approved by SIPA.
Implement a knowledge base to assist with the resolution of Incidents and the processing of Service Requests, including:
Make the knowledge base available to Authorized Users for user self-help.
Track the use of the knowledge base and report usage statistics (i.e., the number of Incidents resolved using the knowledge base) to SIPA monthly, or as requested by SIPA.
Provide the capability to conduct end-user surveys of Service Desk satisfaction as described in Exhibit 3.3 (Satisfaction Surveys).
Routinely educate Authorized Users on the use of the means to submit Incidents, Service Requests, and access the knowledge base with emphasis on the benefits of digital platform communications.
Effectively implement and use the capability for the Resident Service Desk to identify and exclude or redact unsolicited Personally Identifiable Information (PII) and train service desk agents to recognize and appropriately handle unsolicited PII.
[bookmark: _Toc97196736]Service Desk Operations
Provide appropriate telecommunications capabilities to support Service Desk operations, including:
Provide a single, toll-free (in-country) telephone number for external Calls to the Service Desk from Authorized Users.
Provide a single, toll-free (in-country) telephone number for external Calls to the Service Desk from Resident Users.
Provide appropriately skilled Service Provider Personnel to support the DGS Service Desk, including:
Provide English-language verbal and written support for the Service Desk, including voice, email, and chat communication.
Provide clearly understandable communications, both spoken and written, to Authorized Users.
Provide Service Desk Service Provider Personnel to support the Resident Service Desk, including:
Provide English and Spanish-language verbal and written support for the Service Desk, including voice, email, and chat communication.
Provide additional verbal language translation support through a tool or live translation service for the languages defined in the SMM.
Provide clearly understandable communications, both spoken and written to Service Desk Users.
Provide Service Desk Service Provider Personnel that are trained for the following:
Possess the appropriate competencies and language skills to provide Service Desk services.
Understand SIPA’s business, Service Levels, and its Customers and respond appropriately.
Understand SIPA’s and Customers’ technology and sourcing arrangements.
Use recognized customer service and interpersonal skills, such as telephony skills, communication skills, active listening, and customer care training.
Make appropriate decisions and initiate actions that reflect SIPA and Customer priorities.
Understand changes in products and services, as they become part of Service Provider’s responsibilities.
Provide support to Authorized Users on both a reactive and a proactive basis, and for both in-bound and out-bound support.
Resolve Incidents and Service Requests from Service Desk Users relating to services in the approved Service Provider Shared Services System, including the following:
Receive and record all Incidents and Service Requests (including submissions received by telephone, electronically, or other means approved by SIPA) in an Incident Record or Service Request Record, as appropriate, including classification and initial support.
For those that can be resolved at the Service Desk, resolve Incidents and Service Requests requiring Level 1 support, and close after receiving confirmation to close from the affected Authorized or Resident User, or Service Provider.
Provide first-line investigation and diagnosis, to the maximum extent possible.
Assign Incidents and Service Requests that cannot be resolved to Level 2 support within agreed timescales.
Assist by redirecting, as reasonable, Users that have contacted the wrong Service Desk queue.
As defined in the SMM, communicate with Service Desk Users, keeping them informed of progress, notifying them of impending actions, obtaining appropriate agreement, and in all ways engaging and communicating with them about Service Provider activities.
Make appropriate updates to the Service Provider Shared Services Systems (e.g., Incident Management, Service Request Management, Asset Inventory and Management, Configuration Management, etc.) in compliance with SMM-approved processes.
Ensure solution is designed to handle Incident volumes and Incident response targets.
Provide an effective means of using industry-recognized methods to solution, measure, and monitor Service Desk requirements and staffing allocations to support and provide Services.
Ensure all communications, whether spoken or written, shall be clearly understandable to the Resident and Authorized Users.
Manage all Incidents and Service Requests from Service Desk Users relating to services, including the following:
Assigning categorization and prioritization codes.
As defined in the SMM, communicating with Service Desk Users, keeping them informed of progress, notifying them of impending actions, obtaining appropriate agreement, and in all ways engaging and communicating with them about the status of their activities.
Ensure all resolved Incidents, Service Requests, and other contacts are closed.
Coordinate the execution of all Service Desk processes across Portal Services in order that all individual components that makeup Portal Services are managed in an end-to-end manner.
Facilitate Portal Services support for Service Desk Users on both a reactive and a proactive basis.
[bookmark: _Toc97196737]Service Desk Management
The Service Provider shall perform roles to ensure the integrity of the Service Desk processes and operations and provide oversight to ensure the Service Desk is providing effective and efficient services to all Service Desk Users. The Service Provider shall:
Develop and maintain a Service Desk Management Plan specifying the Service Desk objectives performance, improvement initiatives, and risks.
Develop and maintain Service Desk processes, procedures, and workflow.
Develop and document in the Service Management Manual processes regarding interfaces, interaction, and responsibilities between Level 1 Support personnel, Level 2 Support personnel, and any other internal or external persons or entities that may either submit an Incident or receive an Incident.
Resolve Service Desk-related escalated issues.
Develop and periodically update Service Desk escalation procedures and make available in the Digital Government Services Portal (SIPA Portal) such procedures to designated Authorized Users upon SIPA’s review and approval.
Identify and implement initiatives to improve Service Desk effectiveness and usability.
Analyze Incident trends, and recommend and implement actions, with SIPA’s approval, to reduce Incidents, including:
Increase the Availability of self-help capability, including online FAQs and help documentation for common problems across Service Desks.
Collate Incident information from Service Desk Users regarding suggested improvements to DGS service, including but not limited to self-help capabilities.
Routinely develop and manage an Action Plan to address these improvements. The Action Plan is subject to SIPA’s approval.
Report on progress and improvements made.
Measure and report on Service Desk satisfaction, accuracy, and timeliness monthly. 
Conduct random surveys of Authorized Users immediately after they have used the Service Desk in accordance with the SMM and Customer Satisfaction Survey requirements in Exhibit 3.3 (Satisfaction Surveys) and make them available to SIPA each month on the SIPA Portal.
Conduct surveys of Resident Users in accordance with the SMM and Customer Satisfaction Survey requirements in Exhibit 3.3 (Satisfaction Surveys) and make the survey data available to SIPA and Customers each month, as required in the SMM, on the SIPA Portal. 
[bookmark: _Toc470633496][bookmark: _Toc97196738]Service Desk User Instructions and Frequently Asked Questions (FAQs)
The Service Provider shall:
Identify potential Authorized Users’ training requirements and take action to address them.
Provide and maintain instructions for Authorized Users and Resident Users to access Services.
The Service Provider shall make instructions available to Authorized Users via the SIPA Portal and agreed on communication channels as requested by SIPA.
The Service Provider shall make instructions available to Resident Users via other agreed online media as approved by Customers.
Provide and routinely update a list of FAQs regarding the Services on the SIPA Portal for Authorized Users and other online media.
Provide a list of FAQs regarding the Services for Resident Users and publish on the respective Customers Colorado.gov site as agreed by the Customer.
Publish answers to the FAQs using a media that is efficient, easy to use, and easily accessible for Authorized Users, as well as subject to approval by SIPA and Customers as appropriate.
Compile lists of FAQs where recommended solutions can be made available to Authorized Users to increase Authorized Users’ ability to Resolve Incidents and handle Service Requests.
Publish FAQs lists for SIPA, Customers, and Residents.
Provide FAQs in a format that can easily be published on SIPA’s, Customers’ and DPA (CORE) internal systems.
[bookmark: _Toc97196739]Transition 
[bookmark: _Toc97196740]Transition Requirements
[bookmark: _Toc97196741]General
The Service Provider shall, at a minimum:
Ensure all Applications are successfully transitioned to Service Provider tools and processes by the Commencement Date without service degradation to Customers or Residents.
Ensure all Applications are running on compute provided by Service Provider, and for those not currently running in the Service Provider environment, take over support for the Applications within the existing SIPA colocation infrastructure as approved by SIPA. SIPA is open to SaaS solutions being leveraged by Service Provider.
Provide support to the Incumbent Service Provider in the event co-located network and compute is being migrated from the SIPA environment during or after the Transition period.
Develop a detailed Transition Plan including the Service Provider’s approach to transitioning Services from the Incumbent Service Provider while avoiding service disruption to the Customers and Residents. 
Establish program facilities and staff in the Denver, Colorado area to facilitate communication, auditing, and access to records and documentation. 
Coordinate with Payment Services tower to establish all necessary processes and interfaces for Colorado.gov transaction processing as it relates to payment processing.
Coordinate with the Payment Services tower and update Applications as required to establish or transfer merchant accounts for Customers who have Applications on Colorado.gov. 
All documentation collected during the Service Provider’s transition will become the property of SIPA and will be provided to SIPA upon request and the Service Provider will store in the Service Provider-provided SIPA Portal.
[bookmark: _Toc97196742]People and Training
The Service Provider will, at a minimum:
Provide sufficient staffing to effectively accomplish Transition objectives. 
Provide sufficient training of Service Provider Personnel to support the proposed solution prior to the Commencement Date.
Be responsible for all knowledge transfer from the Incumbent Service Provider to Service Provider Personnel.
Adhere to the mandatory SIPA and regulatory required training for all of Service Provider’s staff prior to the Commencement Date.
Establish and document strategic and operational guides, processes, and procedures required to support the services and requirements in the Agreement.
Train all respective Service Provider, SIPA, and Customer staff on the Service Provider’s Systems, processes, and Services prior to Commencement.
[bookmark: _Toc97196743]Transition and Maintenance of Websites and Custom Applications
The Service Provider will, at a minimum:
Transition and maintain the Websites and Custom Applications listed in Exhibit 4.1 (Pricing Structure) while avoiding service disruption to the Customers and Residents.
[bookmark: _Toc96002686][bookmark: _Toc97196744]Replication and Maintenance of Standard Applications
The Service Provider will, at a minimum:
6.1.4.1	The Service Provider will replicate and maintain the Standard Applications listed in Exhibit 4.1 (Pricing Structure) that are designated as ‘provider owned’ while avoiding service disruption to the Customers and Residents.
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