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[bookmark: _Toc86822826][bookmark: _Toc97196605][bookmark: _Toc71687794]INTRODUCTION
[bookmark: _Toc508608140][bookmark: _Toc488137499][bookmark: _Toc86822827][bookmark: _Toc97196606]General
As of the Commencement Date, Service Provider will be responsible for providing Payment Services as described in this Exhibit 2.1.2 (Payment Services Statement of Work). 
The Service Provider shall provide Payment Services described in Exhibit (4.1 Pricing Structure), as it may be amended from time to time or supplemented through Change Control as defined in the Agreement. The payment gateway will receive payment requests from multiple sources such as Colorado.gov applications, Customer applications, over-the-counter devices, and other standard interfaces. The Service Provider is responsible for providing standard and custom reporting, data files meeting different Customer requirements, and ensuring funds are properly processed using standard credit/debit and ACH rules. 
Service Provider will be responsible for providing Payment Services for the Portal Services Applications and Customer applications using Payment Services existing as of the Commencement Date (as described in the preceding paragraph) and those Applications developed and transitioned into the production environment. 
Service Provider is also required to provide the Services in Exhibit 2.1.1 (Cross-Functional Services Statement of Work) in conjunction with the Services described in this Exhibit 2.1.2 (Payment Services Statement of Work).
[bookmark: _Toc470633481][bookmark: _Toc508608141][bookmark: _Toc488137500][bookmark: _Toc86822828][bookmark: _Toc97196607]Overview
[bookmark: _Hlk37857113]The Service Provider shall deliver the Services in the best interests of the Statewide Internet Portal Authority (SIPA) and Customers.  Service Provider will be responsive to SIPA and Customers' current and future requirements by proactively anticipating needs and adjusting Services. Requirements for New Services will be per Exhibit 4 (Business Model). The Service Provider shall work with SIPA to assess these requirements on the Digital Government Services (DGS), Customers, and SIPA's operating environments and supported Applications per the terms of the Agreement.
This Exhibit 2.1.2 (Payment Services Statement of Work) sets forth the Payment Services that the Service Provider shall provide, as of the Commencement Date unless otherwise specified.  
The Service Provider shall provide Charges inclusive of all activities required to provide the Services outlined in this Exhibit 2.1.2 (Payment Services Statement of Work), including project-related support activities.  The Service Provider confirms that it will provide a solution that supports all the requirements described in this Statement of Work and its Exhibits unless otherwise explicitly stated. Unless otherwise stated, all Services are included within the Charges described in Exhibit 4 (Business Model).  Accordingly, the Service Provider also confirms that Customers will not incur any other charges concerning the services described in this Exhibit 2.1.2 (Payment Services Statement of Work).
This scope of work defines requirements the Service Provider must meet to achieve the objectives of this procurement.
[bookmark: _Toc38876626][bookmark: _Toc86822829][bookmark: _Toc97196608]Operating Model
SIPA has defined a Digital Government Services (DGS) operating model aimed at achieving the overall SIPA program objectives. This model provides context for the DGS solution and outlines general responsibility boundaries between SIPA Shared Services Governance, SIPA DGS Sourcing Management, DGS service towers, Department of Personnel and Administration (DPA) for CORE, and the SIPA Customers. 
SIPA Shared Services Governance and Sourcing Management
As the overall service owner, SIPA operates a sourcing management and governance organization that performs customer relationship leadership, service and sourcing strategy, service portfolio management, and contract and financial management roles. The SIPA Sourcing Management function works closely with the Service Provider to ensure the Colorado Statewide Portal Integrator Services meet the State’s desired outcomes. 
Digital Government Services  
The Digital Government Services program includes two specialized service towers, Portal Services and Payment Services, each defined by a respective statement of work provided by a single Service Provider.
Portal Services Tower
As specified in Exhibit 2.1.3 (Portal Services Statement of Work) and in accordance with Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and per the SMM, the Portal Services tower includes web application development and support, Customer and resident support, Customer and resident services outreach and growth, support for all required Infrastructure, cross-functional and IT security capabilities, and Payment Card Industry Data Security Standard (PCI-DSS) security management. 
Payment Services Tower
As specified in this Exhibit 2.1.2 (Payment Services Statement of Work) and in accordance with Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and per the SMM, the Payment Services tower includes front-end payment services consisting of web interfaces, hosted payment page, point of sale (POS) processing, over-the-counter (OTC) payment capabilities, and payment gateway operations. Both Portal and Payment Services towers will provide financial and operational transparency to SIPA, Customers, and DPA. 
 
[bookmark: _Toc86822830][bookmark: _Toc97196609]STATEMENT OF WORK
[bookmark: _Toc86822831][bookmark: _Toc97196610][bookmark: _Toc443558395]General Requirements
[bookmark: _Toc86822832][bookmark: _Toc97196611]Requirements
The Service Provider shall, at a minimum:
All fees must conform to card brand rules.
Perform according to EGE Agreement and applicable Work Orders which contains configurations, fees, and other pertinent information.
Implement new, modified, or expanded payment options as required and agreed to by the Parties. 
Provide a web-based application for payment processing where the Customer is not providing data via API or other transmission methods. The application will include a Resident friendly landing page that renders as a Customer website. The Customer will be able to provide limited SKUs and pricing for Resident selection to facilitate Customer delivery of services.
Provide access to the payment administration portal hosted and furnished by the Service Provider to perform approved Level 1 support and Customers to perform approved Customer functions (e.g., refund and chargeback processing).  
Provide a web application for stand-alone checkout services requiring payment. 
Periodically review all user accounts established to the payment administration portal for appropriateness with the results provided to SIPA.
Provide access and terminate access to the payment administration portal or other required portals for SIPA and Customer users upon request.  
Support Customer’s specific payment requirements, which may have multiple interactions with payment gateway, including validity and success of payment transaction.
Provide extensive reporting and receipt capabilities including itemized Program Fees and Statutory Fees.
Provide technical and business support to onboard new Customers or new services, including onboarding documentation, responding to Customer inquiries, supporting testing, and other relevant activities.
[bookmark: _Hlk487740027]Identify any point of sales equipment or devices in need of replacement, including reason and options for replacement.
Participate in the appropriate governance activities outlined in Exhibit 1.2 (Governance Model). Duties include but are not limited to: 
Provide and present agenda items, in alignment with SIPA, concerning the gateway services with prior governance review; and
Perform all relevant administrative functions.
[bookmark: _Toc97196612]Banking
For non-subscriber payments, Service Provider must deposit funds into the Portal Clearing Account. 
Service Provider shall utilize a Portal Clearing Account that complies with the Public Deposit Protection Act, C.R.S. § 11-10.5-101 et seq. to the extent such compliance is required by applicable law.
Service Provider will transfer Statutory Funds from Portal Clearing Account to Customer Accounts and the Portal Account for Program Fees.
Under SIPA's direction and authority, Service Provider will be responsible for the designated Portal Clearing Accounts. 
Service Provider will serve as custodian of the moneys deposited into the Portal Clearing Account. Service Provider will ensure Portal Clearing Account complies with the PDPA.
Service Provider ensures funds related to non-subject Customers are not deposited into the Portal Clearing Account.
Service Provider is prohibited from withdrawing funds from the Portal Clearing Account unless expressly approved by SIPA. Approved withdrawals may be made for Customer initiated refunds or required chargebacks.
Complete a monthly bank account reconciliation. The Service Provider will provide the reconciliation as documented in Exhibit 3.1 (Service Levels, Deliverables, and Reports), and the Service Provider will include sufficient supporting detail as required by SIPA.
SIPA may require the Service Provider to enter into a separate agreement. Such agreement will include, but not be limited to: 1) the manner in which funds will be moved from the Portal Clearing Account; 2) who has access to the Portal Clearing Account; 3) how chargebacks and reversals will be handled; 4) how the Service Provider will be paid for any service fees levied against cardholders (associated with POS transactions) that may be credited to the Portal Clearing Account, due to the fee portion being included/combined with the payment amount due to the Customer; and 5) who will pay the fees associated with a Portal Clearing Account.
Service Provider shall pay and deliver all Statutory Fees received through transactions involving monthly billing accounts (including batch and bulk services) not later than within the following thirty (30) calendar day payment period or cycle (as established by applicable EGE Agreement) immediately after actual, good funds receipt of said fees by the Service Provider (and in any event, within sixty (60) calendar days from the date of the transaction). Where Statutory Fees are paid through transactions involving the instant payment of fees at the time of the transaction (by credit card, debit card, or ACH transaction) Service Provider shall pay and deliver all such Statutory Fees due within the timeframe prescribed in the applicable EGE Agreement. Under no circumstances shall the timeframe for remitting received Statutory Fees exceed sixty (60) calendar days from the usage date or sale date. Any funds in the Portal Clearing Account deemed by the Service Provider to be “idle” or “excess” funds (not required to meet immediate needs) may be deposited or invested by Service Provider in such manner consistent with Colorado law involving public funds until such funds are needed. Any interest earned will be reported separately as part of operation of the State Portal and be devoted to operation of the State Portal in the same manner as other proceeds from operation of the State Portal. Notwithstanding the foregoing, a different payment cycle may be agreed to by the parties pursuant to a Task Order or Work Order.
Service Provider shall have the financial ability to make a rolling payment of between $6.5 to $10 million dollars throughout any given month to a large Customer. The funds will be collected on days 1-20 of the following month.
Service Provider shall include detailed documentation of the flow of funds in an SMM. Documentation shall include processes for bank card and ACH, refunds, chargebacks, Subscriber services, CORE integrations, and other key processes.

[bookmark: _Toc68792181][bookmark: _Toc68859485][bookmark: _Toc68792182][bookmark: _Toc68859486][bookmark: _Toc68792183][bookmark: _Toc68859487][bookmark: _Toc68792184][bookmark: _Toc68859488][bookmark: _Toc68792185][bookmark: _Toc68859489][bookmark: _Toc68792186][bookmark: _Toc68859490][bookmark: _Toc68792187][bookmark: _Toc68859491][bookmark: _Toc68792188][bookmark: _Toc68859492][bookmark: _Toc68792189][bookmark: _Toc68859493][bookmark: _Toc68792190][bookmark: _Toc68859494][bookmark: _Toc68792191][bookmark: _Toc68859495][bookmark: _Toc68792192][bookmark: _Toc68859496][bookmark: _Toc68792193][bookmark: _Toc68859497][bookmark: _Toc68792194][bookmark: _Toc68859498][bookmark: _Toc68792195][bookmark: _Toc68859499][bookmark: _Toc68792196][bookmark: _Toc68859500][bookmark: _Toc68792197][bookmark: _Toc68859501][bookmark: _Toc68792198][bookmark: _Toc68859502][bookmark: _Toc86822834][bookmark: _Toc97196613][bookmark: _Toc488137246][bookmark: _Toc39150222]Program Fee Collection
Service Provider shall, at a minimum:
Ensure all revenue earned under the program guidelines is appropriately processed, tracked, collected, and reported to ensure the State receives the full benefit of revenue.
Track all transactions processed based on the approved fee schedule which shall be maintained in the DGS Portal, including any supporting governance documents related to rate changes, to determine the amount due.
Use available payment processing technology and rules-based methodology to route fee revenue to the Service Provider account where possible to minimize invoicing. 
If the fee is unable to be split from the Statutory Fee, then Service Provider will invoice and collect Program Fee from the Customer. The Service Provider may not net the fee against the Customer amount where the Customer has agreed to pay the fee.
Escalate if fees being remitted are not following agreed-upon fee or Customer receivables are greater than ninety (90) days.
Provide technical and billing platforms to retrieve required Customer records and provide to subscribers who have been onboarded by the Service Provider. Service Provider will bill subscribers in accordance with Customer requirements, including the Program Fee. The Customer portion of the record fee will be remitted to the Customer.

[bookmark: _Toc86822835][bookmark: _Toc97196614]Data Access and Reporting
Service Provider shall, at a minimum:
Provide financial reporting and support for electronic payment transaction information, reconciliation, and auditing purposes.
Provide program fee revenue reports by Customer, service, fee type, and other decision-making criteria.
Provide standard and custom dashboards and reports summarizing payment information by Customers such as trends, refunds, chargebacks, payment type, and other decision-making criteria.
Provide Customer defined data file(s) via the prescribed transfer process (e.g., FTP) using the required frequency to support Customer processing and reporting of transactions.
Provide reconciliation processes that account for funds held either by the Service Provider or by any card acquiring banks or ACH origination banks for transactions considered in the process but not yet remitted to the Customers. The reconciliation processes shall also include identifying the ownerships of any funds that may be in any Portal Clearing Account belonging to SIPA or any local procurement bank account. Service Provider must resolve any unreconciled items with Customer and or SIPA.
Through the gateway service, provide for an interface between the gateway and the Customer's accounting system to accommodate the identity of daily deposits made to the Customer Account.
Provide financial and transaction details as described in Exhibit 3.1 (Service Levels, Deliverables, and Reports).
The Service Provider shall provide all pre-processing and processing data files in support of CORE integration. The file requirements, delivery mechanism, and timing will be provided by SIPA and  DPA.
Service Provider must provide SIPA and Customers real-time access of all attempted and failed transactions and payment reports online, in human-readable reports (e.g., Excel, PDF) with export capabilities through Service Provider's interfaces, with access to for the period of time defined in the Record Retention SMM, including at a minimum:
Customer hierarchy setup
Processed transactions
Charges
Deposits
Fees (e.g., Statutory and Transaction)
Exception transactions
Chargeback/Reversals transactions
Refund transactions
Settlement and exception reporting
Reconciliation reporting
Payment decline analysis by payment method, region, currency, amount range, Merchant Identification Number (MID), Terminal Identification Number (TID), Gateway Identification Number (GID), Bank Identification Number (BIN), and reason code
The flow of funds and data through the ACH network/gateway
Provide tools, API, and processes for ad hoc retrieval and reconciliation of processed and exception transaction data.
Provide tools, API, and processes for ad hoc retrieval and reconciliation of charges, deposits, and fees. 
Provide tools, API, and processes for direct access to the merchant cards processor(s), enabling access to research and escalate issues on behalf of SIPA or a Customer.
[bookmark: _Toc86822836][bookmark: _Toc97196615]Gateway Services
[bookmark: _Toc86822837][bookmark: _Toc97196616]Requirements
The Service Provider shall, at a minimum:
Provide and perform gateway functions supporting the channels, devices, payment types denominated in United States Dollar (USD) currency.
Provide for additional data elements such as SKUs, product description, or other information need to produce Customer-friendly reports to allow for reconciliations, the internal distribution of funds, service delivery to the Resident, and other required activities.
Provide a payment gateway service as part of its menu of services that includes: 1) Front-end application and 2) a payment engine that connects to either an ACH originating depository financial institution (ODFI) or to a merchant card processor. The gateway must be in accordance with the following requirements:
The gateway must accommodate the receipt of funds (electronic payments), offering two payment methods: 1) ACH debits originated against customers, and 2) merchant card payment transactions initiated by customers.
The gateway must accommodate electronic payments initiated through websites provided by the Service Provider or websites provided by Customers. The gateway must accommodate both URL redirects from and API-related arrangements. The gateway must accommodate interfacing with shopping cart applications and other applications.
The gateway service must provide an interface between the gateway and Customer proprietary accounting systems to accommodate the identity of daily deposits made to the depository bank account. 
State agencies must utilize the Colorado Operations Resource Engine (CORE). Service Provider to provide interface files, in the DPA required formats, delivery mechanisms, and timing, to support the CORE interface.    
All Customers must be offered online access to view their deposit activity, as well as being provided the ability to download transaction reports.
Provide support for all payment channels through Service Provider standard interfaces, including, but not limited to:
Payments made online
Payments made from a mobile browser
Payments made within a mobile application
POS Payments made with mobile applications
Payments made through standard APIs
Payments made via interactive voice response (IVR)
Payments made over the phone
Payments using third party applications such as PayPal, Google Pay, Apple Pay, and Amazon Pay
Provide and support Service Provider-certified POS payment devices, including, but not limited to:
In-store mobile POS.
Countertop POS. 
Point of Sales devices must support the following input methods: contactless, magstripe, smart card, and use current PIN transaction security standards.
Provide a solution that will support and accept various electronic payments from Residents and other Authorized Users. Electronic payment types include, but are not limited to:
Online merchant cards and signature debit card payments
Online PIN debit card
Online branded prepaid or gift cards (e.g., American Express, MasterCard, Visa)
Automated Clearing House (ACH) processing with support for all NACHA formatted Standard Entry Class (SEC) Codes
Provide processing and support for subscription and recurring payments with equal or varying amounts per billing period. 
Provide an option for Customers to select what card brands or ACH will be accepted for each MID, including unique requirements at different locations. 
Provide advanced anti-fraud protection capabilities, including:
Fraud thresholds and escalation process 
Real-time automated fraud detection, prevention, and ID theft protection
Dispute mediation policies, processes, and operations
Provide a test environment to included testing of payment methods and processes during Transition, new Customer onboarding, maintenance and Upgrade activities, enhancement projects, and as requested by Customers. The test environment will include integration into DPA systems and data feeds.
[bookmark: _Toc97196617]Payment Channel Technology Evolution
Service Provider shall support additional payment channels to expand services based on payment technology evolution and Resident needs (e.g., unbanked)
Additional services included, but are not limited to: SMS payments, multiple payment methods, money order, cash, and push notifications.

[bookmark: _Toc86822838][bookmark: _Toc97196618]Resident Experience
[bookmark: _Toc86822839][bookmark: _Toc97196619]Requirements
The Service Provider shall, at a minimum:
Deliver an intuitive, compelling, easy-to-pay Resident experience.
Work with Customers to develop and implement a process for Residents to set up recurring electronic payments.
Provide custom branded checkout option and Hosted Payment Page (HPP) for Colorado.gov or Customer applications.
Provide the option for Residents to save payment method(s) on file for repeat or future one-click purchases.
Provide mobile payment presentation at checkout.
Provide mobile presentation of receipts.
Provide the option for one-click / frictionless (buy now) payments.
Provide payment processing service availability meeting or exceeding the service levels as defined in Exhibit 3.0 (Performance Model) and all attached Exhibits.
[bookmark: _Toc478732726][bookmark: _Toc478732750][bookmark: _Toc478732793][bookmark: _Toc478732939][bookmark: _Toc478733019][bookmark: _Toc478733056][bookmark: _Toc478733358][bookmark: _Toc86822840][bookmark: _Toc97196620]Customer Support
[bookmark: _Toc86822841][bookmark: _Toc97196621]Support
The Service Provider shall, at a minimum:
Provide a designated contact for the operational payment support to Customers and DPA. 
Provide Level 2 and Level 3 technical support in English available twenty-four (24) hours a day, seven (7) days a week, 365 days a year, according to the SLAs defined in Exhibit 3.0 (Performance Model) and all attached Exhibits, to Portal Services tower service desk agents to contact and receive support. Support contact methods include:
Phone
Email
Live Chat and Chatbot
Service Provider shall provide end-user training on use, reporting, and comprehension related to payment processing using videos and FAQs.
[bookmark: _Toc488137244][bookmark: _Toc39150220][bookmark: _Toc86822842][bookmark: _Toc97196622]Payment Services
[bookmark: _Toc488137245][bookmark: _Toc39150221][bookmark: _Toc86822843][bookmark: _Toc97196623]Merchant Cards Payments
[bookmark: _Toc488137251][bookmark: _Toc39150227]The Service Provider shall, at a minimum:
Service Provider must be the merchant of record.
Deposit all funds into the Portal Clearing Account or Customer Account by the next business day using standard ACH banking procedures unless otherwise agreed to by SIPA.
Be responsible for the proper settlement of the funds according to the applicable payment industry rules for services related to electronic payments through a payment gateway.  Service Provider stands in a relationship of trust and confidence with the State, Customers, and Residents who use the services. Settlement of funds must adhere to the requirements specified.
All major card brands are to be processed, including Visa, MasterCard, Discover, and American Express. 
The payment gateway must accommodate card-not-present transactions (e-commerce and MOTO) and card-present transactions (POS terminals and POS software applications). A virtual terminal feature may be offered that accommodates both card-present and card-not-present transactions. All capture methods must comply with the PCI-DSS. The terminals used for card-present transactions must be EMV certified.
Service Provider must support capture devices and equipment currently in use at Commencement until equipment becomes end-of-life. 
Service Provider must identify what capture devices and equipment it will provide and what devices and equipment the Customer will be responsible for delivering. All devices and equipment must be PCI-DSS compliant. Examples include POS terminals, magstripe devices, pin pads, printers, etc.  POS terminals must be chip capable. The Service Provider must identify responsibility for replacing end-of-life supported devices and equipment or equipment currently utilized with the current vendor that the Service Provider does not support. Service Provider will use the most secure type of encryption.
The payment gateway must allow the Customer to either absorb the gateway's costs or levy a "service fee" against the cardholder, as permitted under the card associations' rules.
Demonstrate that it complies with the US Department of Treasury's Financial Crimes Enforcement Network (FinCEN), which issues the federal licenses; or complies with the State's money transmitter licensing requirements, unless exempt. If deemed a money transmitter – whether a payment facilitator, third-party payment processor, or other organization - is considered a type of Money Services Business (MSB) under federal law. The Service Provider must provide proof of any exemptions.
[bookmark: _Toc68791144][bookmark: _Toc68792232][bookmark: _Toc68859536][bookmark: _Toc86822844][bookmark: _Toc97196624]Merchant Cards Chargebacks
The Service Provider shall, at a minimum:
Provide processing and resolution of merchant card chargebacks.
[bookmark: _Toc478032810]Implement processes and procedures to minimize instances of payment transaction merchant card chargebacks to the greatest extent possible. 
[bookmark: _Toc478032811]Ensure that the descriptor appearing on Resident's monthly statement identifies the transaction from the Resident's perspective.
[bookmark: _Toc478032812]Ensure that the descriptor includes the name of the Customer and a description of the item being charged. 
[bookmark: _Toc478032813]Build edits and validations into automated systems to prevent erroneous transactions, including, at a minimum: 
[bookmark: _Toc478032814]Prevent Residents from erroneously submitting the same transaction multiple times.
[bookmark: _Toc478032815]Eliminate the need for Residents to enter payment amounts. This is not meant to preclude an application from allowing a partial payment from Residents.
[bookmark: _Toc478032816]Prevent Residents from modifying payment amounts computed by automated systems.
[bookmark: _Toc478032817]Utilize card number check digit routines
[bookmark: _Toc478032818]Utilize address verification and merchant card security codes. 
[bookmark: _Toc478032819]Provide traceability of any online payment transaction from acceptance through authorization, settlement, posting, and any refunds or transaction merchant card chargebacks.
[bookmark: _Toc478032820]Ensure all pull-back funds by the merchant card companies for transaction chargebacks (a Remitter-initiated return of funds) are from the Customer's bank account unless otherwise agreed to by Parties.
[bookmark: _Toc478032821]Coordinate with Customers as necessary to resolve disputes.
Support Customer activities to dispute a chargeback, such as facilitating online access, advising on documentation needed to be successful in dispute, and other chargeback-related support.
[bookmark: _Toc478032822]Dedicate adequate resources to respond to payment disputes promptly, as defined in the SMM.
Provide automated processes and administrative tools supporting research, voids, refunds, and customer-disputed charges.
Automatically match merchant card chargeback to the original authorization and settlement record.
[bookmark: _Toc482565719][bookmark: _Toc482565720][bookmark: _Toc482565721][bookmark: _Toc482565722][bookmark: _Toc482565723][bookmark: _Toc39150228][bookmark: _Toc86822845][bookmark: _Toc97196625]ACH
The Service Provider shall, at a minimum:
Provide Customers with the ability to accept ACH payments through the payment gateway. The ACH transactions will be originated through the Portal Clearing Account unless otherwise agreed to. Service Provider will adhere to SIPA definition of business day.
ACH Returns are any ACH/eCheck items returned for non-payment by the end user's financial institution. Service Provider is not responsible for collecting non-payment or for the ACH Return amount debited from the State's depository account.  
[bookmark: _Toc488137252][bookmark: _Toc39150229][bookmark: _Toc86822846][bookmark: _Toc97196626]Refunds
The Service Provider shall, at a minimum:
Develop and implement a process for handling refunds for electronic payments. Refunds will be processed manually by a Customer via the payment gateway or an application via API.
Process automated refunds within twelve (12) months of the original sales transaction date.
Look up refunds online with or without the reference number in accordance with the SMM.
[bookmark: _Toc488137253][bookmark: _Toc39150230][bookmark: _Toc86822847][bookmark: _Toc97196627]Cost Reduction
The Service Provider shall, at a minimum:
Reduce costs with features such as lowest cost routing and software development kits with open APIs for web service development.
Provide interchange optimization to achieve the lowest possible interchange costs from the issuing banks. Assist Customers to configure options to secure best rates such as Merchant Category Code (MCC), additional verifications, or other cost reduction strategies.  
Increase revenue with features such as sophisticated fraud detection, local authorization requests, and one-click payments.
Provide multiple settlement periods to enable the State to receive funds as soon as possible.
Provide multiple settlement timing options, including:
Multiday
Consolidated
[bookmark: _Toc68859541][bookmark: _Toc68859542][bookmark: _Toc68859543][bookmark: _Toc97196628][bookmark: _Toc488137255][bookmark: _Toc39150232][bookmark: _Toc86822848]Subscriber Services
The Service Provider shall, at a minimum:
Provide for Resident billing database that generates monthly invoices based on services receiving during the prior month. Allow for multiple payment methods of the invoices and monitor collections.
Support the subscriber services such as, but not limited to, the following services as defined in the EGE agreement or other documents such as contracts and Work Orders: 
Courts Payment and Billing
The Statutory Fees must be remitted to the Customer account(s) the following business day, and the Total Fees will be collected by the Service Provider in the monthly invoice process described in Section 2.6.1.1.
Department of Revenue Bulk Records
[bookmark: _Toc95910430][bookmark: _Toc97196629]Risk and Regulatory Compliance
The Service Provider is required to store, route, and process transactions while minimizing risk.
[bookmark: _Toc488137256][bookmark: _Toc39150233][bookmark: _Toc86822849][bookmark: _Toc97196630]Security
The Service Provider shall, at a minimum:
Provide Europay, MasterCard, Visa (EMV) compliant processing.
Provide a secure method for Residents to access digital wallet or other profiles, including single signon and multi-factor authentication options.
Maintain audit trails for all actions taken, including, but not limited, to routing changes, fee changes, permissions changes, user management changes, and any relevant actions for all enabled products and features.
Support all data security and financial audits as required by State.
Support all data security and financial audits as required by regulatory or oversight bodies such as ACH compliance, SOC, PCI, or other frameworks.
Provide audit reports including:
SOC 2 Type II report audited over the previous twelve months.
PCI Attestation of Compliance (AOC).
Provide support for end-to-end encryption for inline frames, web services, APIs, HPPs or any other methods deployed to process payments and transact Resident information.
Provide support for end-to-end tokenization for inline frames, web services, APIs, HPPs or any other methods deployed to process payments.
Provide fraud prevention capabilities to, at a minimum:
Provide verification of customer address to the card billing address for card-related transactions.
Provide address verification of customer shipment to address.
Provide flexible 3D Secure cardholder verification from Visa and MasterCard.
Provide CVV2 and CVC code verification for merchant cards.
Provide Account Verification System (AVS) capability.
Provide a fraud score generated for each transaction.
Provide fraud controls with parameters for flagging outlier transactions.
Provide online access and workflow for reviewing fraud scores.
[bookmark: _Toc478032773]Store and secure merchant cards/off-line debit card data to ensure that it meets or exceeds merchant card issuer privacy and security requirements.
[bookmark: _Toc478032774]Isolate all electronic records and supporting evidence of suspected or confirmed security or privacy incidents or breaches of the payment processing system, transactions, or related databases.
[bookmark: _Toc478032850]Securely and permanently delete temporary files for all secure online transactions after each transaction.
[bookmark: _Toc478032851]Ensure Resident(s) privacy is protected in privacy policies and procedures in compliance with applicable State, Federal, and industry requirements.
[bookmark: _Toc478032852]Comply with all physical security procedures in all Customer facilities.
[bookmark: _Toc478032855]Adhere to all security requirements as defined in Exhibit 2.1.1 (Cross-Functional Services Statement of Work). 
Implement manual and automated controls for identifying and disabling unused user IDs on payment processing systems.
[bookmark: _Toc95381131][bookmark: _Toc95910434][bookmark: _Toc86822850][bookmark: _Toc97196631][bookmark: _Toc488137257][bookmark: _Toc39150234][bookmark: _Hlk484713225]PCI Compliance
The Service Provider shall, at a minimum:
Provide PCI-DSS compliant operations for all payment-related services, including point of sale devices. Adhere to all rules and best practices relating to PCI-DSS.
Service Provider must be recognized as a Level 1 service provider by the PCI Security Council. Achieve PCI-DSS Level 1 compliance and perform annual on-site reviews by an internal auditor and network scan by an approved scanning vendor (ASV).  
Service Provider will be responsible for dictating how the Customers will validate their PCI-DSS compliance. The Service Provider will indicate: if it has a tool available for validating the compliance or for obtaining necessary vulnerability scanning; if it has an association that provides such validation services; and who will pay for these validation requirements. 
Service Provider will be considered to meet the PCI Security Council's definition of a "service provider:” "business entity that is not a payment brand, directly involved in the processing, storage, or transmission of cardholder data. This also includes companies that provide services that control or could impact the security of cardholder data."  
Service Provider agrees that execution of any contract under this Agreement represents the Service Provider's agreement to be, and to remain, compliant with the PCI-DSS. The Service Provider must provide evidence of compliance whenever requested by the Customer or the Customer's qualified security assessor (QSA).
For each Customer, the Service Provider will provide a matrix of responsibilities specifying the PCI compliance responsibilities of the Customer for each card capture solution provided by the Service Provider. Liability for any non-compliance (including paying any fines) for which the Service Provider is responsible will be that of the Service Provider. The matrix must be included in the Customer Statement of Work.
Service Provider must provide supporting PCI-DSS artifacts demonstrating successful compliance. If a deficiency is identified, Service Provider must provide a remediation plan, including resolution dates. Before implementing any payment solution for a Customer, the Service Provider must advise the Customer of the possible PCI-DSS impact, including external vulnerability scanning being involved with specific capture solutions provided.
[bookmark: _Toc68859581][bookmark: _Toc68859582][bookmark: _Toc68859583][bookmark: _Toc86822851][bookmark: _Toc97196632]NACHA Operating Rules
The Service Provider shall, at a minimum:
Service Provider must comply with all applicable NACHA Operating Rules, whether expressly identified in this Agreement or not.
Be knowledgeable of all payment industry rules. The Service Provider must advise the State of any changes in either the NACHA Operating Rules or the Card Associations' Rules that may impact the arrangements specified in the contract and will take the appropriate actions to rectify any violations of the Rules once becoming aware. This will include, but is not limited to, those about functioning as a service provider, functioning as a payment facilitator, levying of service fees against cardholders, adhering to the PCI Data Security Standard, and adhering to the protection and safeguarding of bank account information pertaining to Customers.
Comply with NACHA Operating Rules (not all-inclusive) such as: 1) the registration of the Service Provider, or its intermediary, by the ODFI as a third party sender; 2) the appropriate ACH agreements to be executed with the ODFI; 3) the annual ACH compliance audit required of the third party sender to be performed; 4) the execution of authorizations for reoccurring ACH debit transactions to be executed; 5) the Web debit account validation Rule for consumers to be adhered to, and 6) the Rule for encryption of any bank account data stored "at rest" to be correctly encrypted.
[bookmark: _Toc86822852][bookmark: _Toc97196633]Regulatory Compliance
[bookmark: _Hlk484713173]The Service Provider shall, at a minimum:
[bookmark: _Hlk484713250]Allow the State to audit Service Provider's books and records and the books and records of any subcontractor to the extent that such books and records relate to the performance of the Services.  Such books and records shall be maintained by the Service Provider for a period of three years from the date of expiration of this Agreement and by the subcontractor for a period of three years from the date of final payment under the subcontract unless a shorter period is otherwise authorized in writing by the SIPA.
Follow and adhere to Visa's Government and Higher Education Service Fee Program (GHEP) or similar programs, including proper registration with Visa and processing the fee under a separate Primary MID belonging to the Service Provider if levied by the Service Provider.  (The separate MID requirement does not apply if the service fee is associated with card-present transactions. Preference is for these fees deposited to the Customer's bank account to be invoiced by the Service Provider.)  
Develop, extend, or expand payment methods and processing to accommodate regulatory requirements not currently identified.  
[bookmark: _Toc488137258][bookmark: _Toc39150235][bookmark: _Toc86822853][bookmark: _Toc97196634]Redundancy and Disaster Recovery
[bookmark: _Toc488137259][bookmark: _Toc39150236][bookmark: _Toc86822854][bookmark: _Toc97196635]Processing Controls
The Service Provider shall, at a minimum:
Provide monitoring, logging, and capture of processes, performance, and support for payment transactions and systems failures throughout the electronic payment process.
Bankcard payment processing shall occur in real time, with processes identified for contingency planning when interruptions in processing occur. Interrupted transactions shall be captured for payment processing later. Captured payment information shall include transfer of funds from the payment mechanism into the merchant account identified.
[bookmark: _Toc488137260][bookmark: _Toc39150237][bookmark: _Toc86822855][bookmark: _Toc97196636]Disaster Recovery
The Service Provider shall, at a minimum:
Provide fully redundant Services to allow for 24/7 payment Availability and achievement of the service levels as required in Exhibit 3.0 (Performance Model).
Adhere to the IT Service Continuity Management (ITSCM) requirements in Exhibit 2.1.1 (Cross-Functional Services Statement of Work) and provide redundant processes to recover from potential disasters to minimize effects and enable the Service Provider's organization to maintain or quickly resume mission-critical functions.
[bookmark: _Toc488137261][bookmark: _Toc39150238][bookmark: _Toc86822856][bookmark: _Toc97196637]Application Integration
[bookmark: _Toc488137262][bookmark: _Toc39150239][bookmark: _Toc86822857][bookmark: _Toc97196638]Application Integration
The Service Provider shall, at a minimum:
Integrate all electronic payment services with public-facing web-based applications provided and maintained by the Portal Services tower, Customers, and Service Provider.
Provide fully licensed, PCI-DSS compliant payment entry pages and HPP using the Service Provider's services branded to Customer and SIPA specifications. 
Ensure that the HPP template is compliant with Federal and Colorado state laws for Accessibility, including Section 508 compliance (with §1194.22 Web-based Intranet and Internet Information and Applications) and Web Content Accessibility Guidelines (WCAG) 2.0 Level AA, and provide validation documentation of compliance. 
Provide payment entry pages with customizations, including, but not limited to, Colorado.gov and Customer logos, as approved by SIPA and Customer, service options, donation selection options, and messages, as requested by SIPA or Customer.
Provide HPP customizations, including, but not limited to, Colorado.gov and Customer logos, as approved by SIPA and Customer, and messages, as requested by SIPA or Customer.
Through Service Provider standard integrations and configurations, provide API integration and multiple language Software Development Kit (SDK), processing, and support to allow Customers to host their own PCI PA-DSS compliant payment pages integrating with the Service Provider's web payment channels that support payments, including, but not limited to: 
Payments made online, including multi-item purchases
Payments made within a mobile app (i.e., in-app payments) 
Payments made using an eCommerce shopping cart with Service Provider standard integrations to the most popular industry applications (e.g., WordPress)
Provide a standard method and support for identifying requirements, configuring, integrating, testing, and implementing HPP and API capabilities into the DGS applications.
Provide a controlled test environment(s) for use during Transition, development, break/fix testing of all payment transaction types (e.g., merchant cards, debit card, ACH).
Provide integration with the Portal Services tower systems as required in Exhibit 2.1.1 (Cross-Functional Services Statement of Work).
Support capabilities to enable Colorado.gov to optimize payment processing costs (e.g., open APIs for direct integration).
[bookmark: _Toc86822858][bookmark: _Toc97196639]TRANSITION
[bookmark: _Toc86822859][bookmark: _Toc97196640]Transition Requirements
[bookmark: _Toc86822860][bookmark: _Toc97196641]General
The Service Provider shall, at a minimum:
[bookmark: _Toc478032824]Acquire all knowledge necessary to operate Payment Services for DGS.
[bookmark: _Toc478032827]Work collaboratively with the Incumbent Service Provider to affect an orderly transition of Payment Services.
Coordinate payment processing integration and implementation activities to ensure technological compatibilities among payment processing Equipment, Software, System interfaces, and telecommunications infrastructures.
Adhere to all governance structures and requirements described in this RFP and implemented during Transition and as stated in the SMM.
Participate in consolidation planning and execution processes with SIPA and Department of DPA, as required.
[bookmark: _Toc478032829][bookmark: _Hlk487740081]Establish all financial mechanisms and accounting procedures to manage SIPA Payment Services operations. This activity includes maintaining detailed information on transactions processed by the Service Provider beginning on the Commencement Date and continuing for at least the next twelve (12) months and thereafter for no less than the most recent twelve (12) months. This rolling twelve (12) months of historical financial information will be available in the Service Provider system for Customer merchant cards chargeback, refund, and reconciliation purposes.
Establish all necessary processes and interfaces with stakeholders for DGS transaction processing as it relates to Payment Services. This may include establishing or transferring merchant accounts for Customers who have applications on Colorado.gov.
Provide sufficient staff, tools, and processes to ensure all Services successfully transition from the Incumbent Service Provider without service degradation to Customers, Residents, or Department of DPA.
Ensure all payment capabilities are successfully transitioned to Service Provider tools and processes by the Commencement Date, or according to the agreed Transition plan, without service degradation to Customers, Residents, or Department of DPA.
Develop a detailed Transition Plan, including the Service Provider's approach to transitioning Services from the Incumbent Service Provider while avoiding service disruption to the Customers, Residents, or Department of DPA.
Include, at a minimum, in the Transition Plan all Applications, Systems, processes, knowledge, and reporting required to transition from the Incumbent Service Provider. See Exhibit 3.1 (Service Levels, Deliverables, and Reports) for further requirements. 
Establish staff in the Denver, Colorado area to facilitate communication, auditing, and access to records and documentation.
[bookmark: _Toc86822861][bookmark: _Toc97196642]People and Training
The Service Provider shall, at a minimum:
Provide sufficient staffing to accomplish Transition objectives.
Provide sufficient training of Service Provider's staff to support the proposed solution before the Commencement Date.
Be responsible for all knowledge transfer from the Incumbent Service Provider to Service Provider's staff.
Adhere to the mandatory SIPA and required regulatory training for all of Service Provider's staff prior to the Commencement Date.
Establish and document strategic and operational guides, processes, and procedures required to support the Agreement's services and requirements.
Train all Customers, Department of DPA, and SIPA individual staff on the Service Provider's Systems, processes, and Services prior to Commencement.
[bookmark: _Toc86822862][bookmark: _Toc97196643]Transition and Maintenance of Applications
The Service Provider shall, at a minimum:
Input required information related to Service Provider's Services into the Digital Government Services tower CMDB.
[bookmark: _Toc481527362][bookmark: _Toc476813054][bookmark: _Toc488137271][bookmark: _Toc39150247][bookmark: _Toc86822863][bookmark: _Toc97196644]Replacement of Payment Capabilities
[bookmark: _Toc488137272][bookmark: _Toc39150248][bookmark: _Toc86822864][bookmark: _Toc97196645]Requirements
The Service Provider shall, at a minimum:
Implement the required capabilities to replace the Incumbent Service Provider's functionality, along with functionality needed to support contractual requirements, while avoiding service disruption to Customers and Residents. This includes all payment applications and point of sale devices.
[bookmark: _Toc478633122][bookmark: _Toc478038518][bookmark: _Toc488137273][bookmark: _Toc39150249][bookmark: _Toc86822865][bookmark: _Toc97196646]Integration with other Parties 
[bookmark: _Toc478038201][bookmark: _Toc478038231][bookmark: _Toc478038273][bookmark: _Toc478038297][bookmark: _Toc478038406][bookmark: _Toc478038519][bookmark: _Toc481611189][bookmark: _Toc481611352][bookmark: _Toc481611508][bookmark: _Toc488137274][bookmark: _Toc39150250][bookmark: _Toc86822866][bookmark: _Toc97196647]Requirements
The Service Provider shall, at a minimum:
Coordinate with Department of DPA, SIPA, and Customers to establish all necessary processes and interfaces for payment processing.
Coordinate with the Customers to update Applications as required to establish or transfer payment processing to Service Provider's systems. 
[bookmark: _Toc478032834]Establish processes and interfaces with the Department of DPA, SIPA, and Customers.
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